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APERFEICOAMENTO DA SEGURANCA EM COMUNICACOES
LORAWAN COM CRIPTOGRAFICA POS-QUANTICA

RESUMO

LoRaWAN é um protocolo que trasmite através de ondas de radio informacao por
longas distancias. A crucialidade da informacao comunicada atrai o interesse de ataques
mal-intencionados que tem como objetivo de interceptar as mensagens. Acdes mitigado-
ras usadas para garantir a seguranca na comunicacao em LoRaWAN estaos sob ameaca
dos avancoes da Computacdo Quantica (QC). Uma alternativa conhecida para garantir a
seguranca da comunicagao contra atagues de computadores quanticos e classicos é a
criptografia-pds-quantica (PQC). PQC é composta por problemas matematicos complexos
gue computadores quanticos ainda nao sao capazes de resolvé-los. Portanto, PQC pode
garantir comunicacao segura entre dispositivos de loT quando computadores quanticos
atingirem seu potencial. Considerando isto, este trabalho propdée um aprimoramento na
seguranca da comunicacao em LoRaWAN implementando o algoritmo ML-KEM1024 no
protocolo. Para isso, uma aplicacao foi desenvolvida para simular a comunicagcao em um
ambiente LoRaWAN onde um dispositivo manda uma mensagem para um gateway, um
servidor de rede e um servidor de aplicacao através de uma rede socket. A performance
em cada passo do algoritmo KEM foi comparada com uma referéncia. Foram alcancga-
dos resultados satisfatérios de performance quando comparados com as referéncias em
diversos casos. Isso corrobora que PQC é adequada para comunicacao em loT e que o
aumento da seguranca é vidvel para diversas aplicacdes. Porém, a otimizacdo do tempo
de execucao e uso de memodria pode expandir as areas de aplicagao ainda mais.

Palavras-Chave: Criptografia Pés Quantica, KEM, LoRaWAN, Seguranca em loT.



ENHANCEMENT OF THE SECURITY IN LORAWAN COMMUNICATION
WITH POST-QUANTUM-CRYPTOGRAPHY

ABSTRACT

Long Range Wide Area Network (LoRaWAN) is the protocol that encodes informa-
tion in radio waves and transmitting information through large distances. The cruciality
of the information communicated awakens interest from malicious parties to acquire the
communicated data via impersonating attacks or keys interception. Mitigating actions to
ensure the security in LoORaWAN communication are under the threat of Quantum Com-
puting (QC) advances. Post-quantum-cryprography (PQC) is composed by mathematically
complex problems that quantum computers are not able to solve yet. Hence, PQC can
ensure secure communication between loT devices when quantum computers reach their
full potential. Considering this, this work proposes an enhancement in LoRaWAN commu-
nication by implementing the PQC ML-KEM1024 algorithm in the protocol. An application
was developed simulating LoORaWAN communication between a device and the whole cir-
cuit, considering a gateway, a network server and, an application server through a socket
network. The assessed performance compared with benchmarks the time of execution
and memory consumption at each step of the KEM algorithm. It was reached satisfactory
level of results comparing to the references in bibliography and the methodology was val-
idated. The results prove that PQC is fit for loT communications and the enhancement
in the security is feasible in many use cases. However, optimizations in the performance
would expand the areas of usage of the proposed methodology.

Keywords: Post-Quantum Cryptography, KEM, LoRaWAN, loT security.
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1. INTRODUCTION

The Internet of Things (loT) is present in the most crucial segments of our so-
ciety. Among those areas are internet and media devices, vehicles, smart grid, asset
tracking and monitoring, water supply, waste management, and agriculture. The number
of expected connected loT devices in 2033 is more than double of a decade before reach-
ing a peak of 39.6 billion as Figure 1.1 shows. Among different technologies, LoRaWAN
is present on providing communication on the mentioned areas. LoRaWAN plays an es-
sential role in providing efficient, scalable, and low cost connectivity for applications that
require long-range communication.

50

39.6
37.1

40

34.6
32.1
29.6
271
24.7
22.4
20.1
20 18
15.9

Connected devices in billions

13.8

2022 2023 2024* 2025* 2026* 2027* 2028* 2029+ 2030* 2031* 2032* 2033*

Figure 1.1 - Number of Internet of Things (IoT) connections worldwide to 2033[155]

The massive increase of connected IoT devices and their vast areas of applica-
bility proposes economic growth opportunities and expectations. Figure 1.2 shows the
estimated potential of IoT economic growth until 2030 by segment. It is also stated in the
McKinsey report that loT economic value can reach $5.5 trillion to $12.6 trillion by 2030
[99]. From those, the LoORaWAN market size is expected to reach U$202.40 billion by 2034,
which represents a compound annual growth rate (CAGR) of 35.90% during the forecast
period from 2025 - 2034 [50]. The large sums of value in this area added by the high
dependency of essential services on loT can be translated in a fundamental area for our
society.

The vital importance and high-value data that are being transmitted through IoT
devices require high-privacy communication that ensures integrity. The digitalization of
different areas of life, business and work overall attracts the attention of deceitful parties
with the goal of stealing information. It is estimated by Statista that cyber attacks directed
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Estimated 2030 economic value of Internet of Things adoption,
by setting, $ billion
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Figure 1.2 — 10T Economic Value Report by McKinsey [99]

to 10T devices in 2022 reached 122 million occasions. Over the years, the figure has
increased significantly from 32 million cases detected in 2018. This represents a year-
over-year increase of malware incidents in 10T of 87% [154].

Ensuring this level of security for connected devices in a LoRaWAN environment
comes with many challenges. As mentioned before, the high volume of connected de-
vices also brings different standards in network protocols. Also, systems are becoming
more complex and distributed, creating a trust issue. Additionally to the defense side,
hackers also evolve their attacks with more sophisticated techniques. Enabling consistent
data confidentiality, integrity, and authenticity in 10T is a constant challenge with a wide
universe of opportunities [92].

Computational advances not only allow developers to enable systems with more
secure protocols but also hackers to perform more complex attacks. In recent times, Quan-
tum Computing (QC) has grown rapidly in applicability as studies and projects are being
developed. The concept is a different form of computation through a quantum computer
that leverages quantum mechanics to perform operations that are currently considered
very hard to solve by a classical computer. Having the possibility to solve those - until now
- problems considered almost impossible to solve, puts current cryptography protocols at
risk and hence, loT communication.

Quantum algorithms performed by malicious parties can break current cryptog-
raphy protocols, such as AES and SHA, for example. This represents a thread to be miti-
gated and neutralized before QC technology reaches an application level. For that, post-
quantum cryptography (PQC) is a valid solution. It consists of using classical computation
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to implement cryptographic solutions that are resistant to classic and quantum computer
attacks. This type of cryptography also brings challenges especially in a LoORaWAN uni-
verse where the performance in a resource constraint device needs to be optimal, for
example.

Quantum Computing and quantum computers are areas that are still in devel-
opment. However, its potential is being validated at each experiment and study, which
is driving big companies to invest on this technology as Amazon, Google, and IBM. Con-
sidering the size of the market that LoRaWAN has and potentially will have in the future
communicating among critical services, it is impermanent to evolve and enhance the se-
curity against quantum computer attacks.

1.1 Hypothesis and Research Questions

This doctorate thesis aims to investigate two hypothesis: (i) the integration of
post-quantum-cryptography in loT devices and, (ii) feasability of post-quantum-cryptography
in LoRaWAN without compromising its low performance cost.

Hence, the following research questions were developed to support the hypoth-
esis validation:

1. How necessary is post-quantum-cryptpgraphy in loT devices and LoRaWAN?

2. What are the main challenges for the implementation of post-quantum-cryptography
in 10T in practice?

3. What are the highest security threats currently found in LoORaWAN?

4. Are quantum-algorithms a menace for LoRaWAN's security and can they leverage its
current vulnerabilities?

1.2 Objectives

The first thesis objective is to explore post-quantum-cryptography algorithms and
find a fit with LoRaWAN’s security vulnerabilities. Additionally, it is to propose an imple-
mentation in LORaWAN'’s architecture enhancing its security against quantum-algorithms.
To achieve this objectives, the following goals were defined:

* Explore guantum-computing concepts and reach post-quantum-cryptography algo-
rithms and definitions.
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* Keep an up to date research with current developments in quantum computing and
standards definitions.

* Evaluate a post-quantum-cryptography algorithm and its applicability in a LoRaWAN
environment.

» Study state of the art libraries and resources available for implementation and sim-
ulation of post-quantum-cryptography algorithms.

¢ Connect post-quantum-cryptography and simulate a LoRaWAN based communica-
tion.

* Document findings, results and developments and publish in scientific conferences.

1.3 Contribution

This research main contribution is on enhancing loT security by proposing and
validating post-quantum-cryptography in a LoRaWAN environment. The specifications of
the contributions are:

e Literature review on quantum-computing and post-quantum-cryptography applied in
loT and LoRaWAN.

* Evaluation of the most fit algorithm in LoRaWAN.

* Enhancement in LoRaWAN security by applying post-quantum-cryptography in the
communication.

* Validation of the methodology via a simulation.

1.4 Thesis Outline

This work proposes a security enhancement in the LoRaWAN cryptographic frame-
work. The main goal is to provide quantum-resistant communication between all the
involved members in the communication chain. To do that, the state-of-the-art PQC al-
gorithm ML-KEM was considered. ML-KEM is one of the selected algorithms as stan-
dard by the National Institute of Standards and Technology (NIST). Besides the security
and quantum-resistant advantages, the encryption keys are comparatively small and the
speed of operation is adequate. The ML-KEM was implemented in LoORaWAN's architecture
and simulated via an application. This allows us to validate the enhancement and assess
the results to start the discussion on migrating the current classic cryptography in the
protocol or expanding to a hybrid approach.
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2. BACKGROUND

This chapter presents theoretical definitions that were studied to develop this
work. First, general concepts of the Internet of Things are presented in Section 2.1, fol-
lowed by the security in 10T in Section 2.2. Next, LoRa and LoRaWAN is detailed in Section
2.3. Next, quantum computing is described in Section 2.4 with general concepts, algo-
rithms in Section 2.5. Finally, LoRaWAN and its cryptogrpahy are described in Section
2.6.

2.1 Internet of Things

The Internet of Things (IoT) is the area that integrates both physical and virtual
worlds [79]. The IoT sy is composed of sensors and chips that are embedded in devices
allowing them to collect data. Besides that, the devices can communicate between them-
selves the collected information without any human interaction. The high volume of col-
lected, digested, processed, and stored data has been changing the way decisions are
made thanks to IoT. Areas of application for IoT are wide. Due to its versatility and scal-
ability, 10T is present in different parts of organizations including healthcare, financial
services and energy [118].

According to Borgia [24], applications will no longer work isolated. They will
share environmental, network, and infrastructure all in a common service platform to or-
chestrate the communication between them. The physical-cyber integration is defined by
phases. The first one is the collection phase. In this phase, real-time data is collected from
physical sensing devices. Furthermore, the transmission phase is responsible for deliver-
ing the data collected previously. This requires access to the network through gateways
and other technologies. Finally, the processing phase takes place. This phase deals with
analyzing information flows and forwarding data to applications and services, for example.

2.2 loT Security

Due to the high complexity of managing great amounts of sensor nodes, amount
of data, and standards and protocols, I0T devices become a target of cyber-attacks [132].
According to Zhao et al. [174], loT security differs from Internet Security in definition
and complexity. Thus, for each aspect of loT security, a target solution should be made
avoiding generalizations.
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Typically, hash functions, symmetric cryptography, and, public-key cryptosys-
tems are usually used to preserve lIoT communication [45]. With the advances in com-
puting resources and communications, more opportunities to break asymmetric schemes
have appeared, generating threads to communication integrity. Because of that, the min-
imum key size of crypto algorithms as Rivest-Shamir-Adlema (RSA) has been increasing.
However, this is not an ideal solution to ensure algorithm security, since technology ad-
vances for both those who attack and those who ensure communication security.

Recently, a new thread to loT communication has been rising together with ad-
vances in Quantum Computing. Statements that the US National Security Agency (NSA)
has been building a quantum computer that could break modern internet security and
bring concerns to the light have been published in recent years [28]. Additionally, it is esti-
mated that in 20 years, quantum computers will be able to break current strong public-key
cryptosystems [105]. As an example of the threat, it is expected for quantum computers
to break through RSA-2048 by 2022 with a chance of 1/7. A number that escalates to 1/2
in 2031.

Additionally, one of the findings from the NIST report corroborates with the state-
ment that QC poses a major threat to loT cybersecurity. It is also mentioned that when
guantum algorithms can crack classical encryption in real time, there will be a significant
and impactfull issue with the visibility of sensitive data with unprecedented consequences
[116].

2.3 LoRa and LoRaWan

As the name indicates, LoRa (Long Range) offers a long communication range
with a low energy cost, and due to this characteristic, it is widely used in loT devices. It
is an SS-Spread Spectrum modulation and uses a chirp signal varying with the frequency.
Because the offset in time and frequency between the sender and receiver is the same,
reduces the receiver’'s complexity and guarantees the low energy cost [85]. As its most
important characteristic, the capability of long-distance communication, LoRa can trans-
mit communication through kilometers in a smart city or a farm, for example, [90].

LoRaWAN is the Low Power, Wide Area (LPWA) networking protocol that deter-
mines security, network capacity, and quality of service [90], [7]. In general, LoRa is con-
sidered as the physical layer, while LoRaWAN is the medium access control (MAC) layer
of the LoRa stack that adopts a star topology. This configuration is responsible for allow-
ing communication between multiple end devices (EDs) and the network gateway[71].
LoRaWAN's technology stack can be observed in Figure 2.1.

The physical layer (PHY) uses air as a medium for transporting LoRa radio waves
from an loT sender to a gateway receiver and vice-versa [113]. The regional ISM band
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Figure 2.1 - LoRaWAN Technology Stack [156]

parameters, defined by EU 868, EU 433, US 915, and, AS430 are the standard channel
frequencies that the communication can operate.

The LoRaWAN Media Access Control (MAC) layer, is built on top of the LoRa PHY
layer. Here is where the software defines how devices use Lora’s hardware [113]. Itis com-
posed of three main components, being the network servers (NS), gateways (GW), and
EDs [71]. It also specifies three classes of devices A,B, and C that support bi-directional
communication. Class A devices can send an uplink message at any time and open two
windows to receive downlink messages from the network. As an extension from the pre-
vious, Class B also periodically opens receive windows for downlink messages called ping
slots. And, as another extension of Class A, Class C keeps the receive window opened,
allowing this class of devices to receive downlink messages at any time [113]

LoRaWAN is established as a star architecture as Figure 2.2 shows. It allows
EDs to send data to multiple GWs, which can send data to a distant NS, where security
verification, among other activities, can be done [90].
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Figure 2.2 — LoRaWAN Architecture [113]
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Surrounding LoORaWAN communication, there is valuable information being traded
and thus, security and privacy threats as well. Among the most common privacy violations
is the Replay attack. This attack is composed of an ED sending a join-request message
to the NS. The attacker intercepts the message and jams the channel so the ED does not
establish the communication. After a timeout for communication, another message is sent
from the ED. The attacker replays the first join-request message and it is accepted by the
NS since it is the first time it is being used.

Another example is the Beacon synchronization attack. An attacker can com-
promise the GW and try to establish communication with multiple EDs. This will start the
protocol in the EDs, but without further communication confirmation, none will be success-
ful. The several communication attempts increase the collisions between the transmitted
packages, overcrowding the network [120].

LoRaWAN'’s cryptography is based on AES-128 and, if not safely stored, main-
tained and tracked, can be broken and reveal information in exploited EDs. As explored
by Gunathilake et al. [57], another approach for lightweight cryptography is a necessity
for low-power data-processing devices relying in LoORaWAN. One example is the Groover’s
algorithm, which can reduce the level of security of a cryptographic algorithm, allowing
search algorithms to break through security protocols [55]. Therefore, to ensure com-
munication security in LoraWAN, other solutions need to be explored. Post-quantum-
cryptography (PQC) algorithm surges as an interesting solution for that, adding a different
layer of protection against quantum-computing attacks.

2.4 Quantum Computing

In this section, firstly, the state of the art of quantum computers will be explored
with the most up-to-date information. Comparing different companies and the race to
obtain quantum supremacy is crucial for this work since is a in-development topic that
dinamically changes every day. Furthermore, concepts of Quantum Computing (QC) will
be explained with examples especially the Gate-Based Quantum Computing methodology,
which is one of the most accepted ones.

2.4.1 State of the Art

By the time this work was being developed, IBM had announced significant ad-
vances in QC. IBM Quantum Heron processor can now leverage Qiskit to perform algo-
rithms in quantum circuits up to 5,000 qubits [66]. Qiskit is an open-source software
development framework designed to work with IBM quantum computers. That being con-
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sidered, it is a powerful toolkit for creating, manipulating, and running quantum programs,
and it allows developers to explore and experiment with quantum computing. This em-
powers users to apply algorithms as Shor’s or Groover’s, which can possibilitate and make
it feasible to intercept and decrypt IoT communication.

IBM is one of the most relevant players developing QC on a hardware and soft-
ware level having a 1,121 qubits Quantum Computer. The roadmap, as referred to in
Figure 2.3, has accomplished the plan with IBM Heron in 2024 and follows until 2033 when
it is expected to reach quantum computers with hundreds of thousands of qubits [?]. Nev-
ertheless, the current state of QC already shows great potential as the work from Kim et
al. [77]. The paper showcases an experiment being performed in an IBM Heron processor
running 50 times faster than a benchmark. Moreover, other functionalities as Generative
Al capabilities are currently being developed and enhanced in IBM’s quantum portfolio of
products and services.

Development Roadmap 18M Quantum
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Figure 2.3 - IBM Roadmap [66]

Other players as AWS also have been developing quantum computers and quan-
tum cloud services called Braket. Braket offers a single point of access to a variety of
quantum computing technologies [16]. Among the hardware that Braket has access to
includes the quantum computers from Rigetti, D-Wave, and lonQ. Rigetti being the more
successful provider has accomplished reaching over 100 qubits in 2024.

Recently, Google has published a work introducing AlphaQubit, an Al-based de-
coder that identifies quantum computing errors with state-of-the-art accuracy [18]. Iden-
tifying and correcting errors in quantum computing is crucial due to the inherent fragility
of quantum states. Qubits, are highly susceptible to disturbances from their environment,
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leading to errors that can compromise computational accuracy. AlphaQubit has also shown
that makes 6% fewer errors than tensor network methods [131]. This is a great break-
through combining Machine Learning and QC to correct errors showing great potential
with enhanced hardware resources. Significant challenges are still in development includ-
ing scalability and speed.

Most recently, Microsoft has introduced the first quantum chip powered by a Topo-
logical Core architecture. It is expected to emulate a quantum computer and solve com-
plex calculations [101]. Topoconductors enable a new way to develop quantum systems
and can scale to the million figure the number of quibits.

The current landscape of QC shows remarkable advances coming from the great-
est technology players advancing its products and services. This pushes the development
of the area as new solutions are created and implemented. Having such industry giants
participating in research and development as actively as we see in QC, accelerates and
subsidizes the advances in the field.

While promising advances are already happening, there are still challenges to
be overcome until reaching Quantum Supremacy. Among those challenges is the hard-
ware that requires specific thermic conditions, insulation, space, and specific materials
to perform measurements and qubits stabilization. Moreover, the capability to build and
maintain qubits in quantum computers arises from their sensitivity to environmental dis-
turbances and the challenges of ensuring coherence and scalability.

Nevertheless, it is possible to see and follow the advances being made in QC
world. With enhancement of qubits from IBM or integrating Machine Learning as Google,
continuous advances are being witnessed more frequently. The roadmaps for the next
decade in QC advances are promising and fulfilling expectations.

2.4.2 Quantum Definitions

Quantum theory describes the behavior of matter and light in an atomic scale.
At this level, classical physics is not applicable. The theory introduces concepts as wave-
particle duality, quantization of energy, entanglement, superposition, and the uncertainty
principle, fundamentally altering our understanding of physical phenomena. Quantum
mechanics has become essential for explaining the properties of molecules, atoms, and
their constituents electrons, protons, neutrons, and more esoteric particles like quarks
[153]. The theory was considered revolutionary and, pioneered by Schrédinger, Heisen-
berg, Einstein, and Planck led to great inventions such as transistors, lasers, nuclear
power, and superconductivity [68].

By definition, a quantum computer performs quantum computations. It manipu-
lates the quantum states of qubits in a controlled way to perform algorithms. A quantum
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computer leverages the capacity of adopting an arbitrary quantum state from an arbitrary
input quantum state [68]. To compare classical to quantum computing, computational
problems can be divided into three categories. The first category is composed of problems
that cannot be solved more efficiently with quantum computers. The second category is
formed by problems that can be solved with both computer types, but with less compu-
tational complexity when using a quantum computer. And, the third category is made of
problems that cannot be solved by classical computers regardless of the amount of time,
but are possible to solve with quantum computers. This is called “quantum supremacy”
or "quantum advantage” and it will have several critical applications in society such as
cryptography and optimization [127] [121].

2.4.3 Quantum Superposition

Quantum superposition is the definition of electrons and photons acting as wave-
like properties being able to combine among themselves in a superposed state. It is pos-
sible to understand its behavior compared to ocean waves, where they are formed by the
movement of the water, while in quantum waves they are generated from mathematical
equations describing the probability of an object to exist. The equations explain the prob-
ability of an electron being at movement at a certain speed or being in a certain location.
Once this electron is in a superposition state, different states can have different outcomes.
Each outcome has a probability of being observed. The electron can be in a superposition
state in two velocities or at two places at the same time [43].

As complex as the concept s, in mathematical terms, superposition can be thought
of as an equation that has more than one solution. As the equation, x? = 4 can have either
2 or -2 as a result. In this case, as Equation 2.1, the state of quantum superposition is
described with |V) representing the state of the qubit and |0) and |1) the states and, «
and [ are the probability amplitudes [130].

(V) = a|0) + B[1) (2.1)

The probability amplitudes « and [ determine the probability of measuring the
qubit in either state when a measurement is made. The superposition state is only main-
tained while the quantum system is observed. When it is measured, the superposition
state is undone and is restored as one of the basis states. Superposition is fundamental
to quantum systems, as it allows quantum parallelism. Since classical computers only
allow 0 or 1 states, superposition opens the possibilities to more than one state at once,
enhancing the possibilities of results and outcomes.
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2.4.4 Quantum Entanglement

Quantum entanglement is a phenomenon where two or more quantum particles
become connected in a way that the state of one particle instantaneously affects the
state of the other. This happens regardless of the distance between them. For that rea-
son, it is a relevant resource and concept for quantum communication, computing, and
networks.[39].

A special condition is necessary for entanglement: a pair of electrons having op-
posite spins, as specified by the Pauli exclusion principle. Separating the pair of particles,
even by a huge distance, the measurement of a particle’s spin will automatically resolve
itself on the other direction. This effect occurs instantaneously, apparently breaching the
speed of light and the rules of relativity. Einstein referred to this phenomenon as “spooky
action at a distance” [163].

This phenomenon has been studied by great scientists such as Heisenberg, Weyl,
Schrdédinger, Bell, and Einstein. With years of experimentation and philosophical discus-
sions around entanglement, Feynman noted that the behavior of entangled photons could
not be simulated in a classical computer [59]. By the time, in 1981 Feynman made this
statement, quantum computers were not yet close to being a reality.

With quantum computing advances in research and development, entanglement
becomes closer to being leveraged in quantum communication. Zou [176] mentions in her
work that 92% of quantum communications consider entanglement as the core factor of
industry competitiveness. The effect of fast transmission, unlimited capacity and absolute
security corroborates for this property’s relevance in communication.

2.4.5 Gate Based Quantum Computing

Quantum computing differs from classical computing due to quantum-mechanics
properties that only a quantum computer is capable of reproduce [12]. QC leverages
guantum mechanics phenomena, engineering, and computer science to solve complex
problems [152]. In classical computing, a bit can either be 0 or 1. In the Gate-based QC
model, the unit of memory is represented by a quantum bit (qubit). The qubit considers
the state by a range of percentages to be 0 or 1 and is represented in a block sphere as
Figure 2.4 shows. The poles |0) and |1) are equivalent to the classical bits. Meanwhile, if
during quantum algorithms execution, the arrow points to a state between the classical
bits in any direction, it indicates a state of superposition. This property allows the quantum
computer access to multiple logical states at once [36]. Meaning that multiple states are
happening at the same time in the block sphere.
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Figure 2.4 — Blocksphere Architecture Schema

Instead of considering the qubit as a 2-dimensional complex vector space on the
unit sphere,the state of the qubit W can be considered on the surface of a 3-dimensional
unit sphere by introducing the two parameters « and [ as expansion of Equation 2.1
showed in Equation 2.2. Considering that |a|?> + |5|?> = 1 and the definition of complex
vectors in polar coordinate systems [121] the general state of the qubit in a Blochsphere
can be expressed as in Equation 2.3.

(V) = al0) + B[1) (2.2)

i) =cosg|o>+e"¢sing|1> (2.3)

Figure 2.5 exemplifies how a qubit state is represented in a Block sphere in 3
different states. In section a), #= 30° and ¢ = 60°. The b) section of the Figure the state
|W) is described as § = ¢ = 90° and it is an equal superposition of |0) and |1). Inc), |[V) = |1)

and since # = 180°, then ¢ is not defined as Equation 2.4 explained.

Changing the state of the qubits required quantum gates. Among all the different
types, the elements can be represented as vectors or matrices as bellow in Equation 2.4
[168]. Table 2.1 based on Bhat et al. [22] and Nourbakhsh et al. [121] works, summarizes
some of the most common Quantum gates. The table includes the matrix representation,
the input and expected output and, a brief description of the gate goal.
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(a)

(b)

(©

Figure 2.5 — States in a Blocksphere Example [121]

Gate Matrix Input Output Description

Pauli-X H (1)| |0) 1) Performs a rotation of 7 around the X
axis. Also called the NOT gate.

Pauli-y {(I) 6’] |0) i) Performs a rotation of = around the Y
axis.

Pauli-Z B _01J |0) |0) Performs a rotation of = around the Z
axis.

Hadamard \/ig [1 _11 |0) %(\O> +|1)) | Performs a rotation of = around the
Z axis, followed by a rotation of 7/2
around the Y axis.

Ry B 694 |0) |0) Movement along the latitudinal direc-
tion, by an angle of ¢. Also called the
shift gate, where ¢ is the phase shift.

I-gate (1) ] |0) |0) Does not change the state. Also called
- - the identity or no-op gate.

S-gate :) (/) |0) |0) Performs a phase shift of /2.

T-gate g) 6,8/4 |0) |0) Performs a phase shift of /4.

Table 2.1 - Single qubit gates with their matrices, their effect on the |0) state, and a
general description.

As an example, the Hadamard gate is represented by the matrix in Equation 2.5

[168]. As the equation shows, the Hadamard matrix is its own inverse allowing an equal
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superposition of the two basis states. This means that if the input state |0), the Hadamard

gate transforms it into % and when the input state is |1), the Hadamard gate transforms
10)—]1)

it into T

2.4.6 Quantum Computing Thoughts

Quantum computers are capable of guaranteeing secure transmission, ensuring
speed and ability to store large amounts of information than classical computer [22]. With
data increase in amount and size, classical computers have been demonstrating limita-
tions whereas QC presents potential with its different approach for problem-solving [152].
A quantum algorithm, considering multiple logic states simultaneously can lower the time
to solve highly complex problems [159]. One example is Shor’s algorithm, which can solve
factorization problems in polynomial time, representing a threat to RSA encryption.

2.5 Quantum Algorithms

In this section, two of the most relevant and famous quantum algorithms will be
explored. Those algorithms are considered possible threats to cryptographic schemes.
Between them is the Groover’s and Shoor’s algorithms.

2.5.1 Groover’s Algorithm

Grover’s Algorithm is a quantum search algorithm designed to identify a target
entry in an unsorted database [86]. By leveraging from superposition, interference, and
amplitude amplification quantum mechanic features, it finds solutions more efficiently
than classical algorithms.

An example from Microsoft Azure Quantum [100] explains from a geometrical
perspective how the algorithm works. Considering that |bad) is the superposition of all
states that are not a solution and |good) the superposition state for all the states that are
the solution for the search problem. States good and bad are orthogonal since it is not
possible to be both at the same time as represented in Figure 2.6.



27

> |bad>

Figure 2.6 — Plane Example

Next, considering that |¢)) is a state composed by « and § that are factors that
define how expressive are |good) and |bad) states. The reflection operator R, can be
geometrically interpreted as the reflection about the direction of any qubit on that state
represented by [¢).

|¢) = a|good) + 3|bad) Ry =2/9)(w| -1

Taking the orthogonal basis of |¢) and its orthogonal complement [1), the [€)
factor is calculated. And, when Ry, inverts the orthogonal component |¢), but leaves the
original unchanged, creates the called reflection as observed in Figure 2.7.

[€) = plv) + viv*) Rl€) = ulv) = viv)

After its first application, all qubits are set to superposition state which, can be
represented on the plane as Figure 2.8 demonstrates. The probability of obtaining a cor-
rect result is |(good|all)[? = M.

lall) = \/%good) +1/ N;/M\bad)

The oracle O is written as a reflection for the |bad) axis. Correspondingly, Oy

is an inverted reflection of state |0). With this in mind, Groover’s diffusion operation
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Figure 2.7 — Reflection Operator Example

|good )

A

4™\ Starting

| aII> state

O, [bad)

Figure 2.8 - Initial State

—H®"OyH®" is a reflection of |all) state and Figure 2.9 demonstrates each iteration as

a reflection of Rjyaq) and Rjany.

Of = R|bad) = 2|bad>(bad| -7
Oo = H\o) = —2|0><0| +7Z
—H®"OpHE" = 2H®"|0)(0|H®" — HE"TH®" = 2Jall)(all| — T = Ry,

Groover iterations is a counterclockwise rotation of 26. To find the angle 6, the
scalar product between |all) and |bad) is calculated. It is know that cosf = (all|bad),
therefore from the |all) definition, the angle can be calculated.

¢ = arccos ((all|bad)) = arccos ( N;NM)

The angle between the state of the register and |good) decreases on each itera-
tion. This results on a higher probability of a valid result measured. The probability can be
calculated using the angle # as bellow shows.
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Figure 2.9 - Groover's lteration

2.5.2 Shor’s Algorithm

Peter Shor published his algorithm in the mid-1990s with the expectation that
in the future when quantum computers are operational, his work could be implemented
[150]. Several cryptosystems back when Shor worked on his algorithm and nowadays
are based on factoring integers and finding discrete logarithms. Achieving these results
is considered very difficult problem to solve through classical computing. Therefore, by
the time Shor’s algorithm was published, he considered that those problems would be
possible to be solved using quantum computers.

The essence of Shor’s Algorithm is the Quantum Fourier Transform (QFT), a quan-
tum analog of the classical Fourier Transform. This transformation finds the period of a
specific mathematical function related to the number being factored. When this period is
found, the main factors can be extracted [67].

Current encryption schemes as RSA secure data relying on the very difficulty
on factoring large numbers. Shor’s algorithm affects RSA by effectively solving factoring
problems. This poses an imminent threat to cryptographic protocols based on RSA and
others.

For example, RSA security is based on N = n- g where n and g are large prime
numbers and finding them is considered extremely difficult for classical computers. Fun-
damentally, Shor’s algorithm starts with a guess on which numbers are n and q and im-
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proves the guess iteratively. Consider the guess as g in Equation 2.6, thanks to Euclid’s
algorithm, finding only g, would be enough to reach N.

g=txgq
N=nxq

(2.6)

The algorithm iterates with Equation 2.7, where the guess multiplies itself p
enough times to be equal to the multiplication of a random number mto N + 1. Es-
sentially, the algorithm tries to find p, which is the number of times to multiply the guess
by itself to find N. In classical computers, it is a try-and-error process and may prevent it
to be found in an adequate time.

g°=mxN+1
g°—1=mxN (2.7)
(P2 —1) x (g2 +1)=mx N

Here is where quantum superposition comes to place. Shor’s algorithm takes ad-
vantage of this property to find periodicity. In a quantum scenario represented by Equa-
tion 2.8, taking x as an input and raises it g, it is followed by a calculation of how bigger a
multiple of N it is as remainder r.

g=mxN+r (2.8)
gP=sxN+r '

Superposition states are represented in Equation 2.9, where |1) is the first state.
It can be derived to |g') and finally to |g', r,) adding the remainder. The fact that simul-
taneous operations on a superposition state, allows to see the all possible solutions not
requiring the interactivity and try and error from the classical resolution [3].

1) +12) +3) + ...
]g1>+|gz>+\g3>+... (2.9)

9", ra) + 9% 1) + 9%, 1) + ...

Implementations of Shor’s algorithm have been explored as from Amico et al.
[10] work, where using IBM Q microchip. Despite the algorithm been feasible to be im-
plemented and performed satisfactory results with experimental small numbers, Shor’s
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algorithm is still relying on qubits to surpass RSA. The biggest limitation that is prevent-
ing RSA to be broken is the advances in quantum hardware. This does not guarantee
safe cryptography for undetermined time when considering large advances in quantum
computers and number of qubits that dynamically and in real time shape quantum cryp-
tography path.

2.6 LoRaWAN and Cryptography

In this section the current cryptographic state in LoRaWAN is described. First in
Section 2.6.1, LoRaWAN architecture is described highlighting where the cryptographic
protocols are applied. Next, in Section 2.6.2, the AES128 algorithm is explained in detail.

2.6.1 LoRaWan’s Cryptography

LoRaWAN's cryptography protocol is based on two root keys NwkSKey and AppSKey
[1]. When a device joins LoraWAN's network, the keys are generated and they are unique
per device and section.

As Figure 2.10 shows, the Network Session Key NwkSKey secures the exchange
between ED and the network and application service. The NwkSKey is a 128-bit key that
ensures the integrity of the message using the AES Cipher-based Message Authentication
Code (AES-CMAC). It is impossible to temper the encrypted message without NwkSKey
because the Message Integrity Code (MIC) check will fail [112].

ED Gateway Network Server Application Server
I
Sensor «———————— AES128 (AppSKey) > Application
Application
LoRaWAN - LoRaWAN LoRaWAN
MAC Options MAC Options MAC Options
LoRa ‘ | LoRa modulation | \

Figure 2.10 - LoRaWAN Cryptography

The Application Session Key AppSKey is responsible for the transferred data en-
cryption. The data to be transferred or payload is encrypted with the 128-bit AppSKey
using AES Counter Mode (AES-CTR) [52]. In the case of a message interception, it remains
encrypted without the AppSKey

As Bonnetain et al. [23] presented in their work, AES-128 was shown to be vul-
nerable against Groover’s algorithm. And, despite increasing the key size, Groover’s algo-
rithm performed in a quantum computer can reduce its security level [27]. Additionally,
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increasing key sizes can affect the performance trade-off in the IoT environment and has
to be considered. As concluded by Thaenkaew et al. [158], escalating AES’ key size can
occur in a 32% larger encryption time.

2.6.2 AES128

In 2000, NIST introduced the Rijndael block cipher family as the winner of the
Advanced Encryption Standard (AES) competition [15]. Between this family is the AES128,
which is the one implemented in LoORaWAN cryptographic protocol.

The 128 in the protocol’s name means the length of data that is input and out-
put in bits. This forms a block of 128 bits which composes the information transferred
and ciphers [139]. Its security relies on the block cipher and its complex mathematical
transformations.

The pseudo-code for CIPHER in the AES128 is presented in the Algorithm 2.1. The
first step is to receive the 128-bit input in, the number of rounds Nr, and the key schedule
w generated in an intermediate step in line 3. Next, in lines 4-8, the state is transformed
by Nr applications of the round function in the loop. Within the loop, the function SubBytes
from line 5 is an invertible, non-linear transformation of the state. It uses a substitution
table predefined. The function ShiftRows in line 6 is responsible for cyclically shifting the
last three rows of the state. Next in line 7, MixColumns multiplies each column from the
state by a predefined matrix. The function in line 8 AddRoundKey combines a round key
with the state applying the bitwise XOR operation. In lines 10-12 repeat the previous
loop omitting MixColumns transoformation resulting in the final encrypted block as the
ciphertext that is communicated to another device.

input CIPHER(in, Nr, w)
state + in
state + AddRoundKey(state, w[0..3])
for round from 1 to Nr — 1 do
state + SubBytes(state)
state + ShiftRows(state)
state + MixColumns(state)
state +— AddRoundKey(state, w[4 x round..4 x round + 3])
end for
. state + SubBytes(state)
. state + ShiftRows(state)
. state + AddRoundKey(state, w[4 x Nr..4 x Nr + 3])
: return state

O NOOU R WNHE

H R R
W N B O

Algorithm 2.1 — Pseudocode for CIPHER()
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After receiving the ciphertext, an intermediate parameter for decription is cal-
culated. The function KeyExpansion (Algorithm 2.2) is a routine that has the key as an
input and generates the w. The output is a linear array of words. Subsequently w is
firstly filled by the loop in lines 3-6, and another loop takes place in lines 7-16. In this
loop, a temporary variable temp is initiated in line 8 and two transformations take place
in lines 10-12. Given an input word as a 4 bytes sequence [ay, a1, a», as], SubWord assigns
([ao, ..a3]) = [SBox(ap), ...Sbox(az)], SBox being a predefined reference table. And, Rot-
Word transformation assings [ao, a1, &, az] = [ai, &, as, a]. With those transformations,
temp is defined and used to calculate w in line 14.

1: procedure KeyExpansion(key)

2: i+ 0

3: while/ < Nk —1do

4:  wli] < key[4 xi..4xi+ 3]

5. [+ i+1

6: end while

7: while /i <4+« Nr+3do

8: temp <« wl[i—1]

9: if/i mod Nk =0 then

10: temp < SubWord(RotWord(temp)) & Rcon[i/Nk]
11: elseif Nk >6and/ mod Nk =4 then
12: temp + SubWord(temp)

13: end if

14:  w[i] + w[i — NK] & temp

15: i+ i+1
16: end while
17: return w
18: end procedure

Algorithm 2.2 — Pseudocode for KeyExpansion()

The InvChipher algorithm (Algorithm 2.3) has the goal to decrypt the ciphertext
previously received. The state receives the input as Cipher() and AddRoundKey function
is applied in line 3. Following a loop that applies the inversion of functions from 2.1 like
InvShiftRows, InvSubBytes and InvMixColumns in lines 4-9. InvShiftRows reverses the last
three rows of the 4x4 byte state matrix are cyclically shifted to the right by a specific
number of bytes. Each byte in the state matrix is replaced using an inverse predefined
matrix S-box in InvSubBytes. It reverses the byte substitution applied during encryption.
This substitution uses the inverse S-box to map each byte back to its original value. In
InvMixColumns, each column of the state matrix is transformed by multiplying it with a
fixed inverse matrix. This operation reverses the diffusion effect of MixColumns, spreading
out the effects of each byte across the column but in a way that allows recovery of the
original data. This is essential to restoring the plaintext during decryption by reversing
column mixing. Finally, AddRoundKey results in the state same as in the encryption step
as its own inverse.
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input InvCipher(in, Nr, w)
state < in
state < AddRoundKey(state, w[4 x Nr..4 x Nr + 3])
for round from Nr — 1 downto 1 do
state < InvShiftRows(state)
state + InvSubBytes(state)
state < AddRoundKey(state, w[4 x round..4 x round + 3])
state < InvMixColumns(state)
end for
: state + InvShiftRows(state)
. State <+ InvSubBytes(state)
. state + AddRoundKey(state, w[0..3])
: return state
: end procedure

e N Uk WwWNH

el e e
A W N R O

Algorithm 2.3 - Pseudocode for InvCipher()

The 128-bit key size adds another feature that allows a wide variety of possible
keys, making brute-force attacks practically unfeasible. The avalanche effect phenomena
explained by Rijmen et al. [139] allows a small change in the plaintext to impact the
ciphertext thanks to ShiftRows and MixColumns algorithms.

A recent work from Mandal et al. [96] establishes that Grover’s search algorithm
reduces the security of symmetric key cryptosystems in half. This presents an imminent
threat to all systems with AES128 encryption including LoRaWAN. However, as also stated
in Jaques et al. [70] work, quantum computers need more advanced hardware resources
to implement Groover’s algorithm successfully. Nevertheless, the potential that attacks
from quantum computers is already sufficient motivation for considering a post-quantum
solution.
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3. POST-QUANTUM CRYPTOGRAPHY

In this chapter, the definition of post-quantum-cryptography is explored starting
with the basic concepts. The main key point for post-quantum cryptography containing
mathematical problems that even quantum computers are not capable of solving are due
Lattice Cryptography explained in section 3.0.2. More of it is explored in sections 3.0.3 and
3.0.4 where th Shortest Vector Problem and Learning with Errors variants are explained.

Starting with the development of this thesis and the pathway trailed following
NIST finalist algorithms. Detailing the first post-quantum algorithm that was explored
by us, the NTRU in section 3.0.5, followed by the Dilithium CRYSTALS in section 3.0.6.
Next, the most up-to-date standard by NIST, the Module-Lattice Based Key-Encapsulation
Mechanism in section 3.0.7 has its concept detailed. This algorithm was the one chosen
for the final experiment in this work being the latest finalist and chosen standard by NIST.

3.0.1 PQC Definitions

Post-quantum cryptography (PQC) is the use of mathematical resources to pre-
vent public-key cryptographic algorithms from quantum computer attacks [45]. It is es-
sentially the adaptation of existing cryptographic algorithms and preparation in classical
computers for future attacks from quantum computers. Post-quantum algorithms sub-
missions to NIST (National Institute of Standards and Technology) are under revision and,
therefore, there is no standard protocol yet. However, it is possible to categorize most
algorithms into the families: lattice-based cryptography (LBC), multivariate, hash-based
(signatures only), code-based and supersingular elliptic curve isogeny [45].

However, among the finalists of the standardization process, lattice-based algo-
rithms represent half of the candidates [122]. A lattice is a set of points with a periodic
structure. One of the lattice-based mathematical problems that makes the cryptosystem
guantum-resistant is the Shortest Vector Problem (SVP). Only one vector calculated will
reproduce the shortest vector [159]. The reason why SVP-based algorithms are quantum
resistant is that, although there is a specific method to find a solution for this problem,
there is no quantum algorithm that provides a shortcut to it yet [31].

Even though post-quantum algorithms perform satisfactorily, the implementation
and integration in IoT devices is still a topic to be taken into consideration due to potential
hardware adaptation requirements.

During the doctorate period, different post-quantum algorithms were studied and

implemented. Throughout the program also, NIST have selected and improved different
candidates regarding key encapsulation methods and digital signature algorithms.
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3.0.2 Lattice Cryptography

Lattices are sets of points in n - dimensional spaces with a periodic structure [45].
Considering B as a set of independent b vectors, all integer linear combinations is called
a Lattice [69]. Equivalently, a Lattice L can be generated from the matrix B containing all
the b vectors as shown in Figure 3.1.

....<b1...
o... bQo'.

Figure 3.1 — A 2-dimensional lattice [69]

Due its mathematical complexity has shown robustness against attacks performed
by quantum computers [37]. For that reason, lattice-based cryptography is one of the
most promising candidates to act in a post-quantum world ensuring security in loT com-
munication.

The mathematical structure of the Lattices allows it to reach a complexity level
that challenges classical computers to solve its problems. Furthermore, specific types
of problems are expected to be equally difficult even for quantum computers performing
Shor’s algorithm, for example. Among these problems are the Shortest Vector Problem
(SVP) and Learning with Errors (LWE).

3.0.3 Shortest Vector Problem (SVP)

The Shortest Vector Problem is based on given a basis B of a lattice L, to find the
shortest non-zero vector /. ||¢|| = A(L). This problem raises the question of which point on
the Lattice is closest to the origin. In other words, the difficulty is defining which combina-
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tion of vectors is closest to the origin (0,0). Given the example of Figure 3.2, considering
b, = (29,13) and b, = (76, 38), the problem consists on finding the ideal configuration of a
vector combining by and b, that is closest to the origin (0,0).

/ b, = (76,38)
/
by = (29,13)

/
/

Figure 3.2 — SVP Example [64]

A possible combination is represented in Figure 3.3 a). By combining 3b; — b,
results in the point in (11,1). However, it can be even closer to the origin as section b) in
the figure describes 8b; — 3b, = (4, —10). The problem is already difficult enough in 2D,
but increasing the basis increases the dimensions and the difficulty. The SVP is an NP-hard
problem, making it a robust candidate for cryptographic applications [111].

a) b) 7

Figure 3.3 — SVP Example [64]
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3.04 Learning with Errors (LWE) and Module Learning with Errors (MLWE) Problem

Learning with Errors problem has the goal to find an unknown secret s € Zg.
Meaning that the secret belongs to an universe with an n-dimensional vector over q, within
0 or 1, as bits. To find s, a list of equations with errors as Equation 3.1 shows.

<Sy a1> e b1 (mOd q)a
<S, 32> S b2 (mod Q), (3.1)

Given that a; belong to the distribution on ZJ , (s, a;) = ZI. sj(aj); and b being the
inner product modulo 2 of s and a; plus a noise vector ¢ [134]. Bellow, there is an example
of LWE given a sequence of approximate random linear equations on s as Equation 3.2
from Houston-Edwards [65]. Considering that Alice is a device that is willing to share
safely a message to Bob, being another device, the example follows.

77x+7y +28z + 23w = 2859
21x + 19y + 30z + 48w = 3508
4x +24y + 33z + 38w = 3848
8x +20y + 84z + 61w = 6225
6x + 53y + 1z + 86w = 4886
42x + 86y + 31z + 8w = 9062
Sx+24y + 79z + 27w = 6103
16x +7y + 35z + 21w = 2589
56x + 18y + 25z + 58w = 3576
4x + 55y + 73z + 13w = 8265

(3.2)

It is simple to find the s secret vector using a Gaussian elimination, resulting in
(10, 82, 50, 5) [135]. Thus, the addition of errors ¢ increases the mathematical difficulty.
By adding errors, as bellow, the party that has only access to the public information would
not know how to differentiate what is the error from the result. This transforms the system
in overdetermined, having more equations than variables. This makes impractical for a
classic computer to solve using the same strategy as the first example without errors.



77x+7y+28z2+23w=2859 + —3
21x +19y + 30z + 48w = 3508 +2
4x + 24y + 33z + 38w = 3848 + — 1
8x +20y + 84z + 61w = 6225 +0

6x +53y + 1z + 86w = 4886 +4
42x + 86y +31z+ 8w =9062 + —1
5x +24y + 79z +27w =6103 + —2
16x +7y + 35z + 21w = 2589 +2
56x + 18y + 25z + 58w = 3576 +0
4x + 55y +73z+13w =8265 + —1
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The next layer of the method is adding Modular Arithmetic by introducing a mod

calculation. In this case mod 89 is added to every equation creating the MLWE problem.

As, for example, the first equation that equals to 2859, when mod 89 is applied, gives 11,

which subtracted by the error 3, results in 8.

77x +7y +28z +23w =11 (mod 89) = 8

21x +19y + 30z + 48w = 37 (mod 89
4x + 24y + 33z + 38w = 21 (mod 89
8x +20y + 84z + 61w = 84 (mod 89

6x + 53y + 1z + 86w = 80 (mod 89
42x +86y +31z+8w =73
Sx +24y + 79z + 27w = 51

39
20
-84
-84
72
49

mod 89

16x +7y +35z+ 21w =8(mod 89) =10
56x + 18y + 25z + 58w = 16 (mod 89) = 16
4x + 55y + 73z +13w =77 (mod 89) = 76

)
( )
( )
( )
(mod 89)
( )
( )
( )
( )

(3.4)

In an example of a message either 0 or 1 to be transmitted, Bob considers arbi-

trarily the equations since they are public information. Bob then sums them resulting in

30x + 67y + 53z + 24w = 19 (mod 89). Since Bob only has the public information, his side

cannot differentiate what is the error portion of the equation. Therefore, if Bob wants to

send 0, he sends the result equation including the error. In the scenario that he wants to
send 1, the equation is 30x +67y + 53z + 24w = 19 + 44 (mod 89) = 63. The 44 added is the
rounded down result of half of 89. Beause Alice has the secret key, she can split the 63

into the actual solution and the encoded bit. In Modular Arithmetic, the encoded bit will

include the error, but Alice is capable of interpret if it is either 0 or 1 depending on how far

this bit is from 0 or 44.
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21x+ 19y + 30z + 48w = 37 + 2(mod 89)
4x + 24y + 33z + 38w =21 + —1 (mod 89)
5x +24y + 79z + 27w = 51 + —2 (mod 89)

30x + 67y + 53z + 24w =20 + —1 (mod 89)

It is trivial for Alice to differentiate the actual solution from the encoded bit. How-
ever, for a third party without the secret key in classical computing, it is nearly impossible
[84].

3.0.5 NTRU

The NTRU is a lattice-based cryptosystem. This means that the algorithm is based
in a lattice field problem considered hard to solve. The algorithm is composed by a key
generation, encryption and decryption phases. The parameters used to implement the
NTRU are N which is the polynomial degree of the algorithm’s operations and must be
prime. The other inputed parameters p and g must also be prime and satisfy Equation
3.6. The equation requires that the greatest common divisor between N and g, and p and
g has to be equal to 1 [63].

gcd(N, q) = ged(p, q) = 1 (3.6)

For the key generation process, a trusted party of the communication chooses
the public parameters (N,p,q). In the next phase, the private key f and public key h are
computed. First, two sets of random polynomials are generated f and g. It is considered
that f has an inverse modulo g and modulo p [62]. A multiplication represented by star
* is defined by the discrete convolution product of two vectors and a dot represents a
standard multiplication [56].

Fp « f =1(mod p) (3.7)

Fq+f=1(mod q) (3.8)

Thus, the public key is obtained by equation 3.9. Meanwhile, the private keys are
stored.

h(x) = Fo(x) + g(x) mod q (3.9)
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In the encryption phase, a plain text message m, is converted to a string of ones
and zeros using ASCII [35]. The string needs to be encrypted to a polynomial whose
coefficients are between %p and %p [63]. For that, a random polynomial r is generated
and inputted in formula 3.10 [62].

e=p.r«h+m (mod q) (3.10)

The cryptographed message e is received and needs to be decrypted using the

private key f [62].The first step to decrypt is represented in 3.11.
a=fxe(mod q) (3.11)

Considering that the receiver already calculated F, in equation 3.7, b can be

computed in 3.12. Consequently, b will result in the original message m.
b= F, +x a(mod p) (3.12)

To prove that decryption works, the following proof method is executed [62]. Con-

sidering the ciphertext polynomial e and substituting 3.10 in 3.11, results in equation 3.13.
a=fxe=Ffxp.rxhfxm(mod q) (3.13)

Plugging equation 3.9 to 3.13, the following results are obtained in 3.14.

a=fxprxFyxg +f+xm(mod q) (3.14)

And finally, substituting equation 3.8 in 3.14 the result obtained is between -q/2
and g/2 as equation 3.15 shows. The interpretation of this is that when the message
is decrypted and the coefficients of f * e mod q are reduced, the original polynomial is
recovered and thus, the message m [62].

a=pxrxgxf+xm(mod q) (3.15)

There are lattice-based attacks currently known. But, for that, a matrix N by N is
necessary to be computed. As N increases, so does the time to compute the matrix. Thus,
it becomes infeasible to break. For a N = 500 is estimated 8.4 years to break and, even
more when increasing p and q [35].
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3.0.6 Dilithium Crystals

Dilithium Crystals is a digital signature cryptography method that relies its secu-
rity on the hardness of finding short vectors in lattices [41]. The approach is divided in
a key generation, signing procedure and a verification phase. Starting with the key gen-
eration phase, Algorithm 3.1 represents how to obtain the public and secret keys [138].
Firstly, the algorithm generates a matrix A with k x | dimensions. In the next step, s and
e, which are sampled random key vectors are generated. Finally, b is computed resulting
the public key pk and secret key s as output.

Input: none

Generate A € R

Samples s € Ry,

Samples e € R}

Calculate b =As + e

Output: public key pk = (A, b), secret key s

QU R WNH

Algorithm 3.1 - Dilithium Crystals Key Generation

The signing process presented in Algorithm 3.2 is a probabilistic one. In the algo-
rithm’s step 2, a random vector y € Ré, is sampled. In the following step, a given Ay vector
of polynomials is rounded and stored as w. In step 4, c is formed by hashing the message
m and w. The hash function H maps an input with coefficients in {-1,0,1}. Since z depends
on s, it can lead to security vulnerability [138]. Thus, Dilithium uses a technique called
rejection sampling approach to remove the statistical dependencies between z and the
secret key s. Meaning that in case z is rejected, the algorithm starts from the beginning.

Input: public key pk = Ab, secret key s, messagem € {0, 1} Until z is valid:
Sample y € Rj,

Calculate w = Ay

Calculate ¢ = H((w), M) € By

Calculate z=y + cs

Output: signature o = (z, ¢)

QU Rk WwWNH

Algorithm 3.2 - Dilithium Crystals Signing Process

To validate the signature, the verification method is described in 3.3. The recov-
ered w’ is used to recalculate c’. Subsequently, ¢’ is compared with c.
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: Input: public key pk = Ab, secret key s, messagem € {0,1} , signature o = (2, C)
: Calculate w’ = round(Az — bc)

: Calculate ¢’ = H(m||w')

. Output: valid if ¢ = ¢, else invalid

A W NP

Algorithm 3.3 - Dilithium Verification

3.0.7 Module-Lattice Based Key-Encapsulation Mechanism Standard

The latest NIST publishing defines a derivation of CRYSTALS-Kyber submission as
Module-Lattice Based Key-Encapsulation Mechanism as standard [115]. Key encapsulation
mechanism (KEM) allows two parties to share a secret key over a public channel [117]. The
ML-KEM standard is considered secure by NIST against attacks from quantum computers
due the computational difficulty of the Module Learning with Errors (MLWE) problem.

The premise of the mechanism is that two communicating party share a secret
key that is computed jointly and unknown to adversaries. The shared secret key can be
used with symmetric cryptography to perform encryption and authentication of messages.

The first step of KEM starts with the decapsulation and encapsulation key being
generated by the one of the communicating party (Alice, for example). Alice maintains
the decapsulation key private and shares the encapsulation key with another device (Bob).
Bob uses the encapsulation key to generate a shared secret key along with a cryptographic
message, called ciphertext. Bob shares with Alice the ciphertext, which is decrypted by
the decapsulation key that computes another copy of the shared secret key. Alice and Bob
aim to conclude the process with both secret keys outputs equal ensuring the communi-
cation’s secrecy [73].

ML-KEM Key Generation

Firstly, as mentioned before, the ML-KEM starts with the key generation. The
key generation is activated on Alice’s side as Algorithm 3.4 describes. The goal of the
algorithm is to generate an ecapsulation and decapsulation keys ek and dk, respectively.
Some parameters are defined: n, q, k, 11,12, d, and d, considering that n is 256, g is 3329
and, the remaining vary. The first two steps sample d and z as 32 random bytes seeds.
The seeds are the input for the ML — KEN.KeyGen_internal Algorithm 3.5 which output the
keys.

The intermediate step of calculating ekpxe, dkpke is through K — PKE.KeyGen
Algorithm 3.6. The ekpxe output will be used as the encapsulation key and can be shared
publicly. However, the decription key dkpxe and seed must remain secret to be used
for the decapsulation phase. The algorithm starts using the G Equation 3.16 to create
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d « B*

z<+ B3

if d == null OR d == null THEN

return L

end if

(ek, dk) «+ ML — KEM.KeyGen_internal(d, z)
return (ek, dk)

NouesewnNw

Algorithm 3.4 - ML-KEM Key Generation

(ekaE, dkaE)<— K-PKE.KeyGen(d)
ek« ekaE

dke— (dkerel|ek|[H(eK)[|2)
return (ek, dk)

A W N =

Algorithm 3.5 - ML — KEM.KeyGen_internal

two expanded pseudorandom 32-byte seeds p and ¢ and initializing N as 0. Rows 3 to 7
generate the matrix A using Sample NTT Algorithm 3.7. The indices i and j are bytes 33
and 34 of 64 bytes from the both 32 bytes input combination.

Subsequently, the vector s is generated as a set of secret variables. Incrementing
N at every round, the vector is generated by the SamplePolyCDB,, 3.8 that samples the
vector from a Centered Biominal Distribution (CBD). This distribution is parameterized by
the pseudorandom function PRF 3.18. Similarly, the noise vector e is computed using
different seeds since N was incremented already. Running NTT k times to generate § and
& allows t to be computed. Finally, running ByteEncode Algorithm 3.11 for k times, ekpxe
and dkpkge are calculated.

Equation 3.16 outputs two 32-byte vectors. The has function SHA3-512 is an XOF
with one variable-length input and one variable-length output as byte arrays described by
the SHA-3 NIST standard [42]. While function H in Equation 3.17 has a one variable-length
as input hashes it with SHA-256.

(3.16)
G(c):= SHA3-512(c)
H(s) := SHA3-256(s) (3.17)

The SampleNTT Algorithm 3.7 has a 32-byte seed input B and, as a result it out-
puts a pseudorandom array. The array a contains the coefficients of the NTT. Its starts
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input d
(p,0) + G(d||K)
N+ 0
fori< 0;i<K,i++
forj« O;j < kKk;j++
Ali, /] + SampleNTT (o))
end for
end for
for (i< O;i < k;i++)
s[i] <~ SamplePolyCDB,,(PRF,, (o, N))
N <+ N +1
: end for
cfor (i< 0;i < K;i++)
eli] < SamplePolyCDBe41(PRF,1(c, N))
N <+ N +1
: end for
: 8§+ NTT(s)
: @<« NTT(e)
: 'l\L — AS‘ +e
. eKpke +— ByteEnCOdem(?)Hp
. OKpke <+ ByteEncode12(§)Hp
: return (eKpke, dKpke)

© e NOU R WNH

N NNKHRRKBRRBR R B3 B2
N HOWO©MNOUMWNHDO

Algorithm 3.6 — K-PKE.KeyGen

by converting a seed with two indexing bytes into a polynomial in rows 1 and 2. A XOF
funtion is an Extendable-Output Function and compares to a hash with the exception of
being able to create an arbitrary output length. In the standard, XOF is used as an API
for SHAKE128 algorithm. The in row 1, the algorithm is initialized with ctx followed by the
Absorb function that updates the context.

Then, the algorithm loops until the array ais composed of 256 elements. Squeeze
extracts a 3-byte array output bytes that were produced in the Absorb phase and again
updates the context ctx and C. The 3 bytes used in Squeeze represent 24 bits and are
distributed in d; and d>. In case d; is higher than the parameter g established as 3329,
then it is stored in the array a. Subsequently @, is checked according to the constrains and
if satisfied, is stored in the array a.

The next sampling algorithm used in the Key Generation 3.6 is the SamplePoly-
CBD described in 3.8. It generates a pseudorandom polynomial sampling coefficients from
a Centered Binominal Distribution (CDB). The CDB is responsible for generating noise for
lattice-based cryptography. Firstly, BytestoBits Algorithm 3.9 receives an array B pf 64-
bytes and converts it to a bit-array. Next, there is a loop foro 256 coefficients where x is
computed by summing 7 bits from the bit-array b. A similar calculation denotes y with the
difference of the position in b being 2in + n + j. Finally the array f is populated at each
iteration.
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1: ctx «+ XOF.Init()
2: ctx « XOF .Absorb(ctx, B)
3: j«O0
4: while j < 256 do
5: (ctx, C) + XOF.Squeeze(ctx, 3)
6: d; + C|[0] + 256.(C[1]mod16))
7: d> < [C[1]/16] + 16.C[2]
8: if di < g then
9: a<« d1
10: j—j+1
11: end if
12: if d> < gandj < 256 then
13: aj] « d
14 j—j+1
15: end if
16: end while
17: return 3
Algorithm 3.7 — SampleNTT
1: b «+ BytesToBits(B)
2: for (i < 0;/ < 256;i + +)
3: X« Y070 bl2in + ]
4 y < S0 g bl2in+mn+]]
5: fli] < x — y mod q
6: end for
7: return f

Algorithm 3.8 — SamplePolyCBD

The algorithm BytestoBits represented in 3.9 converts byte arrays to bits arrays
with each segment of eight its representing a byte. Firstly the input array B is copied to C
to ensure the original remains the same. Now the function loops for each byte and updates
the array b and C. After satisfying the loop conditions, b is computed and returned as the
bit array.

The Pseudorandom function (PRF) represented by Equation 3.18 considers the
fixed n parameter € {2, 3}, a 32-byte input called s and an 1-byte input b. The SHAKE256
hash function [42] is applied to the concatenation between the seed s, the byte b and
produces an output of 8.64.n bits or 64.n bytes.

PRF : {2,3}xB%*xB — B
PRF, (s, b) := SHAKE256(s||b, 8.64.1)

(3.18)
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1: C+ B

2. for (i< O;j < l;i++)

3: for (j < 0;/ < 8;j++)
4: b[8i + j] « C[i] mod 2
5: Cli] < [C[]1/2]

6: end for

7: end for

8: return b

Algorithm 3.9 - BytestoBits

The Number-Theoretic Transformation (NTT) represented by Algorithm 3.10 has
the goal of improving the efficiency of multiplication .... The input is the polynomial co-
efficient f and it first assigns fasa copy and i as 1. The for loop is initialized assigning
len to 128, with the condition where len > than 2 and updates len dividing it by 2. The
subsequent loop is initialized with start as 128 while it is smaller or equal to 256 and it
is appended its value with two times len from the iteration. Next, zeta is assigned to (,
which in this case it is 17, a primitive n-th root of unique modulo q. Subsequently, i is
incremented by 1. Nested, another loop is initialized with j being assigned to start, while
it is less than start + len and having it added 1 at every round. With that, once the loop
conditions are satisfied, f is derived.

1: 'f<— f

2: i1

3: for (len + 128;len > 2;len < len/2)

4: for (start <+ 0; start < 256 : start < start + 2.len)
5: zeta + (B mod q

6: i+ i+1

7 for (j « start;j < start + len;j + +)
8: t + zeta.f[j+len]

9: flj + len] < f[j]—t

10: F T+t

11: end for

12: end for
13: end for
14: return f

Algorithm 3.10 - NTT

The ByteENcode Algorithm 3.11 encodes an array of d-bit integers into a byte
array for 1 < d < 12 as B. It initializes a loop with 0 as i while it is less than 256 and adds
1 at every round. Next, i is assighed to the element i from the input array F and another
loop starts with j as the index. By every iteration, b and a are derived and by applying
Algorithm BitsToBytes 3.12, B results in the final vector.
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1: for i< 0;i < 256;i + +)

2: a<+ F[i]

3: for (j < 0;j < d;j++)

4: bli.d +j] < amod 2
5: a< (a—bli.d+j])/2
6: end for

7: end for

8: B < BitsToBytes(b)

9: return B

Algorithm 3.11 - ByteEncode

BitstoBytes Algorithm 3.12 converts a bit array in an array of bytes. The algorithm
iterates while the index i is smaller than 8 times the array’s length / and edits the one of
the 8 slots of the output array every round with the result of the calculation in row 3.

1: B+ (0,...,0)

2: for (i< 0;i < 8/l;i++)

3: BI[i/8]] < BI[i/8]] + b[i].2"™oq8
4: end for

5: return B

Algorithm 3.12 - BitsToBytes

Encapsulation

The Encapsulation Algorithm represented in (Algorithm 3.13) receives a key ek
as input, generates randomness and outputs a ciphertext and a shared key. Firstly, it as-
signs B3 to a 32 random bytes m array. Subsequently, it runs ML-KEM.ENCAPS_INTERNAL
(Algorithm 3.14) that accepts an encapsulation key and a random byte array and outputs
the ciphertext and the shared key. The functions G 3.16 and H 3.17 derive the shared
secret key K and the randomness r.

1: m + B

2: if m == NULL then

3: return L

4: end if

5. (K, c) < ML-KEM.ENCAPS_INTERNAL(ek, m)
6: return (K, )

Algorithm 3.13 - ML-KEM.Encaps
The Algorithm 3.15 receives the encryption key eky, and a 32-byte plaintext m

with a randomness r to produce the ciphertext c. Firstly, the algorithm extracts vector ?
using the ByteDecode Algorithm 3.17 and extracts the 32-byte seed p from ekpke. Similar
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1: (K, r) « G(m||H(ek))
2: ¢ + K-PKE.Encrypt(ek, m,r)
3: return (K, )

Algorithm 3.14 - ML-KEM.Encaps_internal

to Algorithm 3.6, the matrix Ais generated from the NTT Algorithm 3.7. The vector t and
the matrix A should be the same as calculated in K-PKE.KeyGen 3.6. Next, the vectors y,
ey as the noise terms, and e, are sampled with Algorithms 3.8 and 3.18. The message m
is then encoded in i so it can update v and finally generate the final ciphertext c.

N+ 0
t « ByteDecode;,(ekpke[0 : 384K])
p < €kpe[384k : 384k + 32]
fori <+ Oto kdo

for j«< Oto k do

Ali, ] + SampleNTT(o| 1|1/

end for
end for
fori < Oto kdo

y[i] <~ SamplePolyCBD,, (PRF, (r, N))

N+ N +1
: end for
: for i+ 0to k do
e1[/] <— SamplePolyCBD,, (PRF,,(r, N))
N+ N+1
: end for
: € + SamplePolyCBD,, (PRF,,(r, N))
L J e NTT()
. U+ NTT (AT O F) + e
: i < Decompress, (ByteDecode(m))
VENTT ' T oP) +e+u
: ¢y < ByteEncode,, (Compress; (u))
: Cp < ByteEncode, (Compress, (V))
: return ¢ + (¢]|¢)

e NoU Rk WwWNH
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Algorithm 3.15 — K-PKE.Encrypt(ekpke, M, r)

ByteDecode 3.17 is the inverse of ByteEncode 3.11 and has the goal of converting
an array of bytes to an array of integers modulo m. It stats by decoding a byte array to
an array of integers between 1 and 12. Subsequently, it converts bytes to bits using
Algorithm 3.9 and for each index between 0 and 256, calculates the array F.

Decapsulation

The decapsulation algorithm 3.18 receives the decapsulation key dk and the ci-
phertext ¢ as input and outputs the shared secret key K’ within Algorithm ML-KEMDecaps_internal
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1: f<—?

2: [+ 127

3: forlen < 2to 128; len + 2 -len do

4: for start «+ 0 to 256; start + start + 2 - len do
5: zeta + CBitRqu(i) mod q

6: j—i—1

7 for j < start; j < start+len; j+ + do
8: t « f[]

9: flj] < t+ f[j +len]

10: flj +len] < zeta - (f[j + len] — 1)

11: end for

12: end for

13: end for

14: f «+ f-3303 mod g

15: return f

Algorithm 3.16 - NTT'

1: b <+ BytesToBits(B)

2: for i + 0 to 256 do

30 Fli]« Y75 bli-d+j]1-2/ mod m
4: end for

5: return F

Algorithm 3.17 - ByteDecodey(B)

3.19. It needs to extract the decapsulation key dkexe and the encryption key ekpxe. The
hash h and the variable z as an implicit rejection value are extracted in sequence. The ci-
phertext is then decrypted by K-PKE.Decrypt 3.20 generating the message m’. The plain-
text message m’ is encrypted again in ¢’ and gets a candidate of shared key K’ and the
encryption randomness r’. The new encrypted value ¢’ is verified if it is equal to ¢, if not,
it rejects the shared key K”.

1: K’ + ML-KEM.Decaps_internal(dk, c)
2: return K’

Algorithm 3.18 — ML-KEM.Decaps(dk, )
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dKkpke < dk[0 : 384K]
ekpxe <+ dk[384k : 768k + 32]
h + dk[768k + 32 : 768k + 64]
Z < dk[768k + 64 : 768k + 96]
m <« K-PKE.Decrypt(dkpke, C)
(K', ') « G(m| )
K «J(z|lc)
C' < K-PKE.Encrypt(ekpke, m', ')
if c # ¢’ then

K + L
: end if
: return K’

o 0 N U s W DN K

S
N B O

Algorithm 3.19 — ML-KEM.Decaps_internal(dk, c)

K-PKEDecypt Algorithm 3.20 receives a decryption key dkpxe and the ciphertext
¢ and outputs the plaintext m. Decompress 3.20 and 3.17 run for k times to compute u’,
v’, and 8. To compute w, NTT 3.10 runs k times and NTT~' 3.16 runs once. Finally, the
plaintext message m is decoded from v’

¢y + [0 : 32d,kK]

Gy < 320,k : 32(d,k + d,)]

u’ <+ Decompress,, (ByteDecode,, (c1))
v’ + Decompress, (ByteDecodey, (C2))
§ < ByteDecodey, (dkpke)

w v —NTT ' (8T o NTT (u))

m < ByteEncode, (Compress, (w))
return m

@ ¥ o U s W N e

Algorithm 3.20 - K-PKE.Decrypt(dkpge, €)

For compressing and decompressing, Equations 3.19 and 3.20 considers the pa-
rameter g = 3329 and the bit length of 12. Therefore, for d <12, it computes y as described
bellow.

Compress, : Zg — Zopa

(3.19)
X K%Tq) -XJ mod?2¢
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Decompress, : Zps — Zq

@)

Since 2016, NIST has been conducting submissions for post-quantum algoithms
candidates for standard [114]. This competition involved multiple algorithms among dif-
ferent cryprographic protocol types as digital signature and key encapsulation. In August

2024, NIST has released the final set of encryption tools that are designed to enforce
cryptography against quantum computing attacks [136].

Among the selected algorithms, KEM is one of NIST’s choices of post-quantum
algorithms included in their standards for public-key cryptography. KEM encapsulates the
key so it can be shared in insecure channels and ensures the key’s secrecy in case of
one of the parties being compromised. Considering that KEM is an asymmetric crypto
algorithm, it presents an adequate fit for a LoORaWAN use case.
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4. LITERATURE REVIEW AND RELATED WORKS

4.1 Systematic Literature Review

A preliminary systematic mapping literature review was conducted to identify
advances in PQC algorithms as well as PQC applied to IoT devices, especially in LoRaWAN.
Reviewing was essential to understand concepts and applications of PQC to identify the
intersection with loT. Moreover, in this literature review, identify gaps and opportunities
to develop our work. Our initial objectives with this mapping were:

* ldentify the state-of-the-art on PQC related to loT devices and LORAWAN.
* Understand how PQC performs and behaves with IoT devices and LoRaWAN,

* Identify challenges of implementation PQC in an loT environment.

For the systematic mapping, the coverage of the result can be determined by
frequency of publications [124]. This methodology uses research questions to answer
after the literature review. For this systematic mapping, the questions are:

* How necessary is PQC in loT devices and LoRaWAN?

* What are the main challenges for the implementation of PQC in IoT in practice?

The scientific databases used to research were IEEExplore, Science Direct, ACM
Digital Library and, arXiv. And, the main keywords researched were IoT and LoraWAN,
post-quantum-cryptography, LoRaWAN cryptography, KEM post-quantum, KEM and Lo-
RaWAN, PQC and IoT.

The inclusion and exclusion criteria for selecting the scientific papers were the
following bellow.

Inclusion:

* Needs to be in English.

* Must mention one of the NIST finalist algorithms, in case it is an implementation
paper.

* Must be relevant for loT implementation.

Exclusion:

e Research words are not in abstract.
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* Study is not in the computer science or physics areas or is focused on a very specific
use case.

* Study is from before 2020, unless is about quantum concepts.

The string research resulted in 3,566 scientific papers. Research strings as loT
and LoRaWAN and post-quantum-cryptography resulted in many mathematical theoreti-
cal works and general applications. This increased the first papers selection and, after
considering the inclusion and exclusion criteria, 105 scientific works were considered for
this thesis.

4.1.1 Research Questions Analysis

After conducting the selected studies readings 4.1.2, we were able to have a
deeper understanding of PQC and its potential and limitations for IoT devices. According
to our review, the answers to the research questions are:

* How necessary is PQC in loT devices?

Post-quantum cryptography is the use of classical computation algorithms to pro-
portionate resistance against cyber-attacks from quantum computers. This protection is
pertinent to loT devices to provide secure communication and privacy. The focus of the
researchers is to identify potential problems and opportunities that a quantum computer
is not possible to solve [166].

As the number of 10T devices increases drastically, so does the necessity to im-
prove their security [30]. This is corroborated by research made by DigiCert [91] which
asked professionals about the realization of quantum computing threat among organiza-
tions. As can be seen in Figure 4.1, the market is aware and can recognize the dimension
of the quantum menace. Among the current methods to secure l0T devices are symmet-
ric and asymmetric cryptosystems. Symmetric cryptography is composed of two parties
sharing the same secret key that is used to encrypt and decrypt the message. In asym-
metric cryptography, there are public and a secret key. The public key can be used by
any party to encrypt a message, but only the one with the secret key can decrypt the
message.

One of the most used symmetric cryptographic algorithms for 10T is the AES.
Nowadays, the most consolidated method to break this algorithm is through brute force.
However, the Grover’s algorithm with enough computational power as a quantum com-
puter can provide is capable of speeding up this process and breaking AES [30]. Grover’s
algorithm also threatens asymmetrical algorithms such as SHA-256. Besides that, public
key algorithms as RSA, ECDSA, elliptic curve DH, and digital signature algorithms, which
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Figure 4.1 — Realization of quantum computing threat among organizations [91]

are based on integer factorization, are vulnerable against quantum computers. Shor’s al-
gorithm performed in a quantum computer is capable of breaking consolidated algorithms
as mentioned before in polynomial time [45].

As 10T devices can be used to control critical infrastructure and important sys-
tems in finance, transportation, smart grid, or healthcare, imperative to ensure their in-
tegrity. Despite skepticism from researchers related to when quantum computers will have
enough qubits to perform representative results or be available commercially, there have
been significant advances in the field as presented by Yan et al.[167]. Therefore, based on
the knowledge acquired with the mapping review, we consider the implementation PQC in
IoT not only a necessity but an urgency.

* What are the main challenges for the implementation of PQC in IoT in practice?

The loT environment itself is already composed of many challenges as Figure
4.2 presents. Those challenges prevent manufacturers to ensure full security in the loT
devices [91]. Considering this and the advances in quantum computing, it is critical to
understand the suitability of PQC for the 10T environment and how effective it is against
guantum attacks.

Incontestably, according to the literature mapping, one of the greatest challenges
to implementing PQC in loT devices is related to the performance [126], [30], [75], [25].
loT devices can have constrained memory due to its size or simply because the architec-
ture is not favorable to PQC. To have a new cryptosystem running in an existing archi-
tecture might require adaptation and trade-offs either from the software of hardware and
might not be ideal from the business point of view.

In @ memory-constrained environment, PQC can present expensive trade-offs in
terms of performance [25]. One example is signature operations cryptography algorithms
cause excessively time-consuming computations compared with the RSA protocol [4]. Ad-
ditionally, PQC often requires large key sizes and will demand significant key management
from manufacturers.
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Figure 4.2 — Challenging aspects in lIoT ecosystem [91]

There is still uncertainty of which strategy or algorithm is the most suitable for
each case. Every case is unique and depends not only on the PQC algorithm but also on
the available hardware. Thus, the first step is to understand PQC limitations and assess if
the hardware is needed to be modified or adapted. For that reason, standardization is a
prerequisite for widespread PQC deployment since all parties need to use the same cryp-
tographic system [20]. Overall, PQC is still an emergent technology that evolves rapidly.
It is soon to affirm the most adequate solution for each case because each use case will
have a specific approach.

* What are the highest security threats currently found in LoRaWAN?

Currently, there are several vulnerabilities in LoRaWAN's protocol. Replay at-
tacks, impersonation and eavesdropping are some examples. Those issues mostly from
keys integrity since LoRaWAN relies on AES, a symmetric cryptographic scheme [38]. This
requires a stronger key management practices, improved authentication, enhanced mes-
sage encryption and, above all, lightweight solutions [120].

* Are quantum-algorithms a menace for LoORaWAN's security and can they leverage its
current vulnerabilities?

As mentioned before, AES is a possible target against Groover’s algorithm once
gquantum computers have sufficient qubits [30]. Even though enhancing AES to 256, for
example would increase its security, it is still no guaranteed that it would provide enough
strength against quantum-algorithms [53], [?].
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4.1.2 Mapping Results

After implementing the inclusion and exclusion criteria added to reading ab-
stracts, the original paper retrieval resulted in a total of 105 scientific publications. The
result of the mapping is shown in Table 4.1 distributed by database. The final paper clas-
sifications were used to answer our research questions.

We first divided the selected studies in groups to understand PQC concepts and
Security Related applications in loT and LoRaWAN. This allowed answering the questions
because the first group clarified how advanced quantum computers are and how close
we are to a real threat. Moreover, understanding the theory of PQC has guided us to
understand different algorithms and how they are resistant to quantum computers. This
was critical to understand how necessary PQC is for 10T since highlighted how vulnerable
current cryptographic methods are against quantum attacks.

The second classification group helped us to answer what are the main chal-
lenges to implementing PQC in IoT devices and LoRaWAN. The studied papers show that
performance is a massive issue for PQC in constrained devices. Either current loT hard-
ware needs to be adapted or trade-offs are necessary in a software level in many cases.
Understanding these challenges, showed that PQC still has a long way to be commercially
applicable and needs more development.

From the selected papers, a partial selection was chosen to be studied in depth
in Section 4.2. These publications were the ones who presented more potential to answer
our research questions but also gaps that we could fulfill with this work. As concluded in
the literature review, there are few researches involving LoORaWAN and PQC and enough
evidence that proves its necessity.

4.2 Related Works

De Moraes and Conceicao [38] reviewed LoRaWAN security in their work. The
authors found 19 security weakenesess and vulnerabilities in LoORaWAN. One of the key
findings is that currently, the message authentication is made only on the network server,
leaving data vulnerable between network and application. In case an attacker resends a
previous join request, the lack of encryption can result in a replay attack. Besides that,
the session keys, being derived from the network server, can be vulnerable in case of the
server being compromised. The greatest takeaway from the survey is that LoORaWAN relies
on AES encryption, where the weaknesses consists on the key management, authentica-
tion, and message integrity. All of the concerns raised by the authors need significan
improvements, specially on the AES encryption dependency.



58

Database

PQC Concepts

Security Related applica-
tions in loT and LoRaWAN

IEEE explorer

[160], [167], [45], [54], [161],
[102], [87], [174], [8], [95],
[171]

[146], [88], [9], [6], [109],[1],
[126], [80] , [75], [4], [157],
[48], [125], [56], [141], [132],

[164], [44], [74], [165] ,[149],
[106], [110], [147], [172],
[123], [145], [14]

[25], [37], [144], [137], [159],

Science Direct [30], [41], [105], [20], [173],

[78], [41], [94], [138], [61], | [2], [49], [91]
[35], [12], [51], [81], [166]
ACM Digital Library | [103], [32], [82], [21], [17], | [72], [93], [133], [175], [33],
[83], [97] [108], [34], [151], [151], [98],
[107], [60]
arXiv [11],[89], [29], [81], [19] [5], [148], [38], [13], [170],

[40], [162], [119]

Table 4.1 - Database Mapping

According to Sanchez et al. [146], LoRaWAN's security scheme based on pre-
shared cryptographic material lacks flexibility when a key update is necessary. Thus, the
authors evaluated the key management and proposed the alternative scheme Ephemeral
Diffie-Hellman Over COSE (EDHOC) to enhance security. Among vulnerabilities consid-
ered by the authors are static session keys that can be stolen, lack of forward secrecy if
an attacker compromises the session key, the whole communication history is compro-
mised and, the manual key configuration that requires administrative intervention. With
that in mind, the study proposed the implementation of EDHOC scheme and evaluate
the message overhead, the processing efficienty and energy consumption in a LORAWAN
environment. It was concluded that EDHOC outperforms other schemes in securtiy and
computational cost. However, message overhead is lower than the benchmark which
constrains its application in LoRaWAN. To be suitable for higher Spreading Factors (SF)
implementation, additional adjustments are necessary as compression or segmentation
mechanisms. Due the transmission limitations found during the experiments, the security
improvements are still not optimal for use case applications. Moreover, even ECDH is not
resitant agaings Shor’s algorithm being officially deprecated by 2030 and disallowed after
2035 by NIST, requiring a post-quantum solution [58].

Lino et al. [88] ran a comparative analysis of the impact of cryptography in loT
LoRa. Considering the limited computational resources in IoT, the optimal cryptographic
method applied is critical to ensure security without excessive performance costs. The
experiments were implemented in a 32-bit ARM (Raspberry Pi 3) microcontrollers and an
Arduino MKR1300 to assess real-world performance. Several classical cryptographic algo-
rithms were implemented, among them AES, SHA and RSA evaluating the execution time,
code efficiency, and communication impact. It was assessed that the performance varies
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according to the algorithm, hardware platform and data size. The cryptographic algo-
rithms affected transmission time in LoRa networks, potentially doubling the time needed
to deliver sensor data. Balancing the performance in IoT environment and offering equiv-
alent security is crucial to validate the implementation of PQC in LoRaWAN networks.

To help organizations monitor and track their physical assets, Amelia et al. [9]
developed a LoRa-based tracking system using AES256. The goal is to implement the sys-
tem to protect transmitted data from eavesdropping or unauthorized access. The paper
evaluates the system’s tracking accuracy, communication range, and data security. The
tracking system was implemented in a transmitter and receiver connected to LoRa signal
and added AES256 encryption to prevent malicious parties to intercept communication
and have access to the communication. Even though the system was successfully imple-
mented proving that AES256 enhances indeed the security of the communication, it is still
not quantum-resistant as Groover’s algorithm could reduce AES security and potentially
break the cryptography.

A study by Allamanda et al [6] develops a LoRa-based monitoring system inte-
grating AES256 encryption and SHA256 hashing. A distributed system of sensors collect
real-time data and communicates through LoRa signal to a central station. SHA256 and
AES256 maintain data integrity against eavesdropping attacks. As the data sent is en-
coded, at the step when the message is intercepted, the attacker cannot access the data
since it is encrypted. However, it was observed that there was an increase in processing
time after AES was implemented. Additionally, flash memory and RAM were also evaluated
and AES implementation increases its usage.

Marlind and Butun [109] propose a new activation method for LoRaWAN end de-
vices using Public Key Cryptography (PKC). The main goal is to enhance the security of
key distribution by introducing a method called Public Key Over the Air Activation (PK-
OTAA). The research investigates the feasibility of using PKC for root key assignment in
LoRaWAN devices while considering energy consumption, security, and practicality. The
authors highlight security issues in current LoORaWAN architecture as the dependency on
AES with pre-configured root keys. If root keys are compromised, all past and future mes-
sages could be intercepted and makes the system vulnerable against replay attacks. The
proposed method ensures only authorized devices can generate the same session key
without the key distribution with the Elliptic Curve Diffie-Hellman (ECDH) algorithm. De-
spite increased in power usage demand, the algorithm successfully worked in the setup.
Even though the solution enhances the security preventing the long-term key exposure,
the performance is definitely a step back and needs to be considered. Besides that, ECDH
is not resistant against quantum-algorithms.

In a study by Abboud et al. [1], a security enhancement in LoORaWAN security is
proposed by increasing the key size in AES256-based cryptography. The authors goal is to
evaluate the trade-offs considering performance, energy consumption and security in the



60

network. The study implemented AES256 at LoORaWAN’s MAC layer. The main metrics mea-
sured were the security level, data payload size, total transmission time, packet loss rate,
network throughput and, energy consumption. It was observed that by improving the key
size from 128 bits to 256, it improves the resistance against brute-force attacks and bit-
flipping. The transmission time, packet loss rate, energy usage and network throughput
increased its figures. Therefore, the authors highlighted some trade-offs to be considered,
for example that due the power consumption increase, makes the key enhancement less
ideal for battery-constrained loT applications. Thus, it is proposed optimization in the algo-
rithm to be a fit for lIoT devices. Additionally to that, the key size increase in AES does not
necessarily turns the solution quantum-resistant due its vulnerability against Groover’s al-
gorithm. Considering that a potential simpler solution to enhance LoRaWAN security does
not instantly transforms it quantum-resistant and neither offers appropriate performance,
it highlights that other approches or different algorithms would be required.

The study from Bavdekar et al. [19] explores the impact of quantum computing
on classical cryptographic schemes. It was analysed that classical symmetric cryptog-
raphy shows vulnerabilities against Groover’s algorithm and asymmetric cryptography
to Shor’s. Lattice-based cryptography like Kyber or Dilithium, for example are the most
promising alternatives due its security, scalability and efficiency. The authors claim that
QC poses a major threat to existing cryptosystems, making post-quantum cryptography
essential for secure communication.

Challenges of integrating post-quantum cryptographic (PQC) algorithms into ex-
isting Internet protocols was researched by Mduller et al. [108]. Domain Name System
Security Extensions (DNSSEC) can ensure authenticity and integrity of DNS responses,
but its current public-key cryptography can be vulnerable against quantum-computing al-
gorithms. Considering that PQC algorithms have larger key sizes, it could lead to DNS mes-
sage fragmentation and a drop in performance. A proposal by the authors is an adaptation
on DNSSEC to handle larger keys and signatures and enhancing its validation processes
to maintain performance standards.

The paper by Septien-Hernandez et al. [148] investigates PQC algorithms and
their compatibility with 10T. It was considered Kyber512, LightSaber, NTRU, and FrodoKEM
algorithms and their performance, security, and feasibility in resource-constrained loT
environments was assessed from a simulation. Sensor nodes were implemented with Ar-
duino Nano with a LoRa communication module and a Raspberry Pi 3B+ acting as an
intermediary between the sensor nodes and the cloud. It was concluded that Kyber512
and LightSaber provided the best trade-offs between security, speed, and memory usage.
NTRU presented higher energy consumption and Frodo was disconsidered for IoT due the
highest overhead recorded. This study was a milestone in our research because it proved
that PQC is indeed suitable for 10T devices with the correct algorithm. Additionally, Kyber
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was considered a good direction of PQC to approach presenting a strong security level
maintaining efficiency for lIoT environment.

Barbosa et al. [17] introduce EasyPQC, a toll to verify PQC constructions and eval-
uate cryptographic schemes. The main contribution is the probabilistic relational Hoare
logic (pRHL) framework. It supports reasoning about quantum adversaries and introduces
new proof techniques in the Quantum Random Oracle Model (QROM). This allows EasyPQC
to verify PQC security. It was concluded that EasyPQC extension successfully verifies post-
quantum security and the proposed approach is feasible. However further optimizations
are necessary for large-scale cryptographic systems.

Asif [13] surveyed lattice-based cryptographic algorithms in a PQC environment
for 10T. The author stated that the rise of QC threatens traditional cryptographic meth-
ods as RSA and elliptic curve cryptgroahy (ECC). To protect communication safety in loT,
Latice-based cryptgraphy (LBC) emerges as a proissing solution. The paper provides an
overview on mathematical foundation of classical cryptography and LBC. To evaluate the
feasibility of PQC implementation, a lightweight Lattice-based cryptography simulation
was performed in a controled environment with different PQC algorithms. The results
proved that Lattice-based PQC provides a secure alternative to classical cryptosystems.
The performance varies according to the algorithm having nuances between energy con-
sumption, memory usage and time of execution requiring a trade off depending on the
use case. It is highlighted the need for further research into scalable and optimized imple-
mentations of LBC for different loT applicabilities. Quantum computation advances push
the advances and implementation of PQC. However, to guarantee scalability and flexi-
bility to optimize efficiency at the same security level as traditional cryptography, more
development and research with different use cases is required.

Ye et al. [170] have implemented PQC algorithms referencing PQClean library to
improve a lattice-based processor for 10T systems. In this study, the authors had the goal
to simulate CRYSTALS-Kyber (KEM) and CRYSTALS-Dilithium deployment. A customized
RISC-V-based processor with a specialized SIMD architecture optimized for lattice-based
cryptographic operations was proposed by the authors. The authors have validated the
implementation comparing with PQClean’s expected outputs in a non optimized processor.
The processor performance achieved a considerable speedup over the baseline consid-
ered and, power efficiency was considered suitable for battery-power IoT devices. While,
Kyber and Dilithium showed optimized performance, other algorithms could be explored as
ML-KEM, for example. Additionally, the authors relate as future works the implementation
in real-world scenario and extend the design in a hybrid PQC and classical cryptography
environment. This work highlights that PQC integration in 10T is feasible and can perform
satisfactorily when comparing with classical crytpgraphy. With certain limitations and lack
of use cases, the topic proves itself again that is worth to be studied and explored more.
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Along the development of this doctorate work, different approaches were dynam-
ically adjusted according with NIST resolutions, new findings and general development of
the topic. This resulted in three scientific publications, having the first one published
in World Forum on loT in 2022 [46]. The paper proposed a post-quantum cryptographic
method for securing autonomous vehicle (AV) communication in IoT environments. As AVs
rely on constant data exchange with other vehicles, pedestrians, and infrastructure, they
are vulnerable to cyberattacks, particularly from emerging quantum computing threats.
The NTRU (N-th Degree Truncated Polynomial Ring) lattice-based cryptographic algorithm
was investigated as a quantum-resistant solution for secure vehicle-to-network (V2N)
communication over a 5G network. The NTRU algorithm was implemented in an edge
computing architecture, where AVs encrypt traffic data before transmitting it to a 5G base
station. Although NTRU effectively secures loT-based autonomous vehicle communica-
tions against quantum threats, the algorithm was not selected as a finalist in the NIST
competition for PQC standards.

Next, it was published in the Advanced Information Networking and Applications
(AINA) conference an enhancement in 5G-AKA protocol with Dilithium Crystals digital sig-
nature Method [140]. The 5G-AKA protocol relies on Elliptic Curve Cryptography (ECC),
which is vulnerable to Shor’s Algorithm. If an attacker intercepts the long-term secret key
(K), they can impersonate users and compromise communication. dditionally, Grover’s
Algorithm can reduce the security level, making brute-force attacks feasible in quantum
computing. Therefore, it was proposed integrating Dilithium Crystals in the protocol to
ensure a quantum-resistance communication. The implementation was successful ensur-
ing the security against quantum-computer attacks but the performance was not optimal.
It was considered that digital signature algorithms could not cover a more generalistic
approach towards PQC implementation due its goal of validating authenticity of two com-
municating parties. By applying KEM, the message is encrypted and decrypted by the
same algorithm and the methodology validation would be complete in a communication
from end to end point of view.

One last paper was published in the World Forum on IoT in 2024 [47] proposing
LoRaWAN'’s security enhancement with Kyber-KEM-1024. The wide portfolio of use cases
and unexplored studies relating PQC and LoRaWAN drove us to research and work on this
protocol. The algotithm was applied in LoRaWAN's security framework to mitigate the risks
that its current cryptography are exposed to. It was highlighted that performance can
be optimized and evalutation of the trade-offs between security and how the algorithm
behaves against metrics as speed and memory consumption.

As showed in Table 4.2, studied papers and their main topics were separated in
themes. The first group clusters implementation in PQC in an loT device as a study case,
the second is about researches and proposals of security enhancements in LoRaWAN, the
third is about QC impacts on IoT and the final on integration between PQC and LoRaWAN.
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Considering that there are intercection between papers and themes, it was observed that
some of those topics are widely studied and researched. However an implementation that
integrates PQC and LoRaWAN is lacking, according to this mapping review. This repre-
sents an opportunity to explore the topic from early stages and achieve significant results.
Therefore, a gap was found and hence, explored in this thesis aiming to integrate fully PQC
in LoRaWAN.

Theme Studies

Implements PQC in an loT device as | [127], [155], [47], [172]
a study case
Researches or Proposes Security [68], [153],[110], [39], [37], [128], [33]
Enhancements in LoRaWAN
Quantum Computing Impacts on [49], [127], [155], [44]
loT

Integrates PQC in LoRaWAN

Table 4.2 — Studies related to loT and PQC



64

5. QUANTUM-RESISTANT LORAWAN

This work proposes an enhancement in LoORaWAN’s cryptographic protocol by
adding the ML-KEM algorithm in the communication replacing AES128. The post-quantum
algorithm is applied throughout the whole communication from the end device (ED), gate-
ways, network and application servers. This implementation simulates a generic and
scalable use case where an loT device, as a sensor, sends data to a server through Lo-
RaWAN network. The implementation of CPA-secure ML-KEM-1024 instead of the AES128
as the AppSKey, enhances the security from 128 to 1024 bits and, adds resistance against
guantum-computing attacks as Groover’s algorithm. As Figure 5.1 shows, ML-KEM-1024 is
now ensuring the content of the message integrity from the EDs to the Application Server.

ED Gateway Network Server Application Server
Sensor Application
Application
LoRaWAN LoRaWAN LoRaWAN
MAC Options MAC Options MAC Options
| LoRa | ‘ LoRa modulation ‘

ML-KEM-1024

Figure 5.1 — Quantum-Resistant LoRaWAN Cryptography

The ML-KEM-1024 methodology follows as described in Section 3.0.7, where the
client generates the public and secret keys with the key generation Algorithm 3.4. Then,
the encapsulation key is communicated to the server, which encapsulates the message
m using Algorithm 3.13. Then, the ciphertext c is sent back to the client, where it is
decapsulated by Algorithm 3.18 as represented in Figure 5.2. The client’s and server’s
role changes according to the communication phase. For example, when the ED sends
information to the gateway, it takes the clients role and the gateway as the server. This
setup can be widely applied in different use cases and in a scalable way allowing many
EDs to connect and transfer information to the Application Server.

ED Gateway Network Server Application Server
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Figure 5.2 - ML-KEM-1024 Communication Network Representation
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Classical symmetric algorithms as AES are not designed to offer resilience against
gquantum computer attacks. Vulnerabilities as mentioned by Awati [15] like side-channel
attacks, where a third party collects data from the system and reverse engineer the cryp-
tography are threads to LoRaWAN'’s privacy. In the current LoRaWAN'’s cryptographic
schema that consists on AES128, it encrypts and decrypts message of 128 bits using
128 bits key size. It goes on 10 to 14 rounds of encryption and it is decrypted with a 128
bit key size length as well. The sizes of the keys and ciphertext from ML-KEM are in Table
5.1. When comparing with the current AES128 standard in LoRaWAN, the security level al-
ready indicates improvement. Increasing the key sizes and upgrading to AES256 certainly
enhances LoRaWAN's security against cyber attacks. However increasing the key sizes
must be used carefully considering the compability with IoT devices, performance and
gquantum computing attacks. Groover’s algorithm still theoretically can reduce AES256
security level [128]. ML-KEM is a recommended by NIST future proof algorithm that offers
a satisfactory security strength against quantum algorithms. Moreover, adapting and in-
tegrating such solutions is by far more convenient than having to mitigate new types of
cyber-attacks using quantum computers.

Encapsulation Key Decapsulation Key Ciphertext Shared Secret Key

ML-KEM-512 800 1632 768 32
ML-KEM-768 1184 2400 1088 32
ML-KEM-1024 1568 3168 1568 32

Table 5.1 - Sizes (in bytes) of keys and ciphertexts of ML-KEM

5.1 Experiment

In this section, the implementation of the proposal is described. First, the archi-
tecture is detailed with further information about the setup. Following all the steps of the
algorithm are detailed on the code level according to the library chosen. Finally, a parallel
simulation with a validated model was implemented.

5.1.1 Implementation

In this section this thesis proposal is applied by implementing an experiment
described in 5.1.2. The key generation, encapsulation and decapsulation steps are broken
down in detail. Besides that, the correlation between OQS algorithms and the theoretical
background clarify how a real implementation of ML-KEM takes place. Subsequently, the
performance is analyzed in 5.2. Comparing the performance results with benchmarks, it
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is possible to have a clear image of the feasibility of the proposal considering a constraint
environment like loT devices.

5.1.2 Post Quantum LoRaWAN Application

The application was implemented in a controlled environment simulating a ma-
chine to machine message communication in a LoRaWAN situation. The goal of this imple-
mentation is to provide a quantum-safe message transfer from the ED to the Application
Network, completely substituting AES128 with ML-KEM1204. Therefore, the standard is
applied on each step from the ED to the Application Server, transferring the message in
a quantum-resistant approach. As Figure 5.3 shows, the socket network is composed by
a script that represents each element of LoRaWAN's protocol. The ED is configuration is
on a client function, the gateway in the server_g, the network server as server_n and the
application server as the server_a.

socket

socket socket

client server_g

Gateway Network Server Application Server

Figure 5.3 — Socket Network

The socket network application was developed to simulate LoRaWAN's environ-
ment communication. The socket network considers as the client, the member of the
network with the message to communicate and the server as the one receiving it. For
example, the ED that sends information from a sensor is a client and the gateway is the
server. Besides the communication between the parties, the criptographic algorithm ML-
KEM-1024 ensured the transferred message integrity. The simulation was iterated 100
times in 4 CPU cores and 16 GB memory device.

The open-source python library wrapper libogs by Open Quantum Safe project
(OQS) was a resource used for the simulation [142]. Open Quantum Safe is part of the
Linux Foundation’s Post-Quantum Cryptography Alliance and has the goal of supporting
the development of quantum-resistance cryptography prototypes. The C library libogs
contains a collection of quantum-safe KEM and digital signature algorithms providing a
common API to integrate into applications.

The simulation was established to follow the ML-KEM definition starting from the
key generation, the message encapsulation and followed by the decapsulation. As ob-
served in Figure 5.4, the server initiates the connection by calling the function gener-
ate_keypair(). The public encapsulation key is shared with through the socket network
to the client where the function encap_secret that encapsulates the message into a ci-
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phertext and the shared secret _server key. The ciphertext is send back to the server that
activates the decap_secret function to decapsulate the message. The communication is
secure when the shared _secret_client is equal to shared _secret_server.

public_key_client = client.generate_keypair()

ciphertext, shared_secret_server = server.encap_secret(public_key_client)

shared_secret_client = client.decap_secret(ciphertext)

Server

Figure 5.4 - OQS Algorithms

5.1.3 Key Generation

A breakdow of OQS code can be found in Figure 5.5 for the key generation pro-
ceedure. Initially, function G 3.16 is called from the embedded SHAKE3-256 called hash_g.
With this, the initial parameters p and o are generated. Next, indcpa.c script contains the
function in charge of generating the encryprtion and decryption keys. From Algorithm 3.6,
the matrix A is generated with function gen_matrix, that deterministically generates ma-
trix A from a seed. The polynomials come from Algorithm 3.7, a pseudorandom element
fruit of XOF.

The public vector § and the error vector € are generated in the indcpa_keypair_derand
function which contains the calculations to perform the SamplePolyCDB 3.8 and PRF 3.18
algorithms. The NTT Algorithm 3.10 is called to generate § and & through the polyvec ntt
function. It computes negacyclic number-theoretic transform (NTT) of a polynomial in
place.

Finally, the encryption and decryption keys are serialized by pack pk and pack_sk.
The encryption key is a concatenation of the serialized vector of polynomials ek and the
public key used to generate the matrix A. The decryption key is serialization of the se-
cret key dk that is also calculated within pack pk with the replication of the ByteEncode
Algorithm 3.17.

514 Encapsulation

As described in Algorithm 3.15 and represented in Figure 5.6, the OQS function
indcpa_enc starts with with the encryption key ek, the message m and a random bytes
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m p,0 = hash_g(d, k) sha3_256(d, k)

A = gen_matrix()

U s = indcpa_keypair_derand()

— el m— e = indepa_keypair_derand()
§ = NTT(s)
é = NTT(e)

ek = pack_pk(A. § + &,p)
dk = pack_sk(s)

@00

Client

Figure 5.5 — Key Generation Functions

vector r as input. The public key is unpacked with the function unpack pk, which extracts
both ek and the seed. The message m is converted to a polynomial using poly_frommsg
and the matrix A is generated with gen_matrix as in the key generation procedure.

Next, the noise vectors y, e; and e, are calculated with poly getnoise. In this
function, the SamplePolyCDB 3.8 and PRF 3.18 are computed internally. One of the noise
vectors, y is an input for the NTT Algorithm 3.10.

The function polyvec ntt takes y as an input and generates the y vector. The
multiplication between the the transposed matrix A and the y is applied and summed to
ey, calculated in the previous step. The vector u can then be computed with the inverse
of NTT calculated with polyvec invntt tomont as Algorithm 3.16 describes. With that, u is
generated with pack ciphertext, which serialize the ciphertext as a concatenation of the
decompressed vectors from the message m as Algorithm 3.20 and 3.17 explain.

Just as u, the vector v is calculated with polyvec_invntt_tomont, but now, with e,
and p added to it. Finally, u and v are serialized into ¢y adn ¢, with pack _ciphertext. The
function evokes the compression of the vectors with Compress Algorithm and transforming
with ByteEncode. This paircomposes the ciphertext ¢ that is transmitted from the server
to the client.

indcpa_enc(ek, m, r)

ﬁ unpack_pk(ek, seed) ﬂ
: k = poly_frommsg(m) =
0 A = gen_matrix -é-
e, e,y = poly_getnoise Server

u = polyvec_invtt_tomont(e )

¥ = polyvec_ntt(y)

Client H = pack_ciphertext(m)
v = polyvec|_invtt_tomont(p.e,)

c,.c; = pack_ciphertext(u, v)

Figure 5.6 — Encapsulation Functions
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5.1.5 Decapsulation

The OQS function indcpa_dec performs the Algorithm 3.20 and is represented by
Figure 5.7. It receives the input of the ciphertext ¢ and the decription key dkyx generated
in the previous step on the client side. Next, the unpack_ciphertext function is called to
deserializing and decompress the ciphertext from a byte array. Next, the intermediate
parameters and v’ with the polyvec _decompress function that replicates Algorithms 3.20
and 3.17. Now, the secret key dk is unpacked into vector § with unpack_sk also replicating
Algorithm 3.17.

To generate w, partial operations are executed. First, the NTT is executed in U with
polyvec_ntt that implements the transformation as Algorithm 3.10 follows. Then, the vec-
tor multiplication is performed between the NTT result and § transposed, generating the
first component of w. Now, NTT inverse is computed with the function poly_invntt tomont,
replicating Algorithm 3.16 and subtracted from v'.

Finally, the message can be retrieved by converting the vector w. For that, the
poly tomsg function is used, and it reduces the pre-determinate coefficients g and packs
them into a message format suitable for cryptographic operations. It first, compresses w
with Equation 3.19, performing operations to reduce the bits into a message format m and
transforms as Algorithm 3.11 describes.

Server

@00

Client indcpa_dec(dk, c)
(cl, c2) = unpack_ciphertext

olyvec_decompress(cl)

i
u olyvec_decompress(c2)

|:p
=p
§ = unpack_sk(dk)

a= & . polyvec_ntt()
w = v’ - poly_invntt_tomont(a)

m = poly_tomsg(w)

Figure 5.7 — Decapsulation Functions
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5.1.6 SIM LoRa Post Quantum

The work of Yatagan [169] simulates a LoRaWan network to study Spreading Fac-
tors called SIM LoRa SF. The tool keeps a transmission key between a node and gateways.
With every node communication, an event is created to the traffic where it has metrics
measured. The tool then calculates the network Packet Delivery Ratio (PDR) and a trans-
mit energy consumption. Figure 5.8 shows the architecture of the simulator components.

1 1..n 1

Simulation 1 Topology 1 Node Location
+simulationDuration 1 +radius 1 +location +y
+simulationResult > +gateway list k>— +trafficType “get_distance(from,to)
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+st 1 number of gws) +predictedst
+eventQueue e +get_gateway(id) +schedule_tx(packet_rate,packet_size,simulation_duratiof,
+get_training dataltest_size +get_node(id) sf)
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Figure 5.8 — SIM LoRa SF [169]

The simulations reveal that the SF assignment outperforms traditional methods,
particularly in high-density setups. Therefore, as the simulation was tested successfully
with satisfactory results, the model was modified to include ML-KEM cryptography in the
communication. As a consolidated LoRaWAN simulator, the communication between the
nodes and gateways in SIM LoRA SF was enhanced with the ML-KEM post quantum algo-
rithm. This enhancement allows another layer of security in the simulator itself but also
corroborates with the validation of the thesis proposal.

As Figure 5.9 describes, the ML-KEM algorithm was implemented in the original
architecture from Yatagan [169]. Item a) on the gateway’s side, the key pair is generated
with the function generate_keypair and the public key is send to the node. Subsequently,
on b) section the ciphertext is generated by the node with encap_secret function and
sent back to the gateway. Next, the message is decapsulated by the gateway with de-
cap_secret.
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Figure 5.9 — SIM LoRa Post Quantum

5.2 Performance Analysis

The experiment evaluated the communication between an ED and the App and
Network servers emulating a LoORaWAN ecosystem. Through a socket mechanism, it is
possible to simulate the communication between a client and a server. The KEM-ML algo-
rithm is designed to provide post-quantum security and can offer security improvements
that LoRaWAN can leverage. The open-quantum-safe OQS library allows plugging KEM-ML
in a python application.

Combining the advantage of OQS library and its wrapper with a python socket
application, results in an adequate LoRaWAN approximation. In an IoT environment, the
performance is crucial to determine a different approach related to cryptographic solution
feasibility. Metrics like time of execution, memory or battery usage, for example are re-
quired to be optimal to ensure durability, quality and security in a physical and resource
constraint 10T environment.

For the purposes of this work, it was measured the time of execution and mem-
ory usage of the python application and each phase of KEM-ML and the overall application.
This analysis provides a satisfactory conception with the time of execution and memory
usage. The analysis is divided in two parts, first, the algorithm performance was measured
directly from OQS library using valigrind software via an embedded profiling script. As a
reference, published results were used as benchmarks to place the results of this work
accordingly. The second part is the application itself that emulates LoRaWAN’s commu-
nication environment simulating an loT communication between EDs and the rest of the
network.
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5.2.1 ML-KEM-1024 Performance

The time of execution was measured at each step of the proposed network. First,
the python application ML-KEM-1024 LoRaWAN, followed by the enhancement in the SIM
LoRa Post Quantum simulation. It was considered Kyber-KEM1024 study from [76] as a
reference. The time of execution is in uS and is the result of the median value of 100
runs. The results can be observed in Table 5.2. Comparing the ML-KEM-1024 LoRaWAN
time of execution with its benchmark, it resulted in a deviation of 41% at key generation
step, 8% in encapsulation and 3% in decapsulation. Whereas the implementation in the
existing SIM LoRa simulator resulted in higher differences of 363% in the key generation,
217% in encapsulation and 145% in decapsulation. This variation occurs in the SIM LoRa
methodology in the gateway due to Yatagan’'s work topology [169]. The gateway in SIM
Lora receives and generates random number of packages at each round. Considering that
the original simulator was not modified and only the ML-KEM-1024 was added, oscilations
as an interference model, and low Packet Delivery Ration (PDR) are likely to impact the
performance in the overall time of execution.

Key Generation Encapsulation Key Decapsulation Key

ML-KEM-1024 LoRaWAN 123.02 132.02 161.40
SIM LoRa Post Quantum 403.03 386.00 382.00
Kyber-KEM 1024 [76] 87.00 121.70 156.00

Table 5.2 - ML-KEM time of execution in microseconds comparison

The memory usage was also simulated in the proposed application ML-KEM-1024
LoRaWAN and the SIM LoRa simulator. The work of Botros [26] was used as a benchmark
comparison and can be observed in Table 5.3. The results of ML-KEM-1024 LoRaWAN
comparing to the benchmark differs by 2% in key generation, 13% in encapsulation and
12% in decapsulation. The SIM LoRa simulator differs higher values in memory usage as
well, reaching 50% in key generation, 44% in encapsulation and 42% in decapsulation.

Key Generation Encapsulation Key Decapsulation Key

ML-KEM-1024 LoRaWAN 16,696 19,104 20,688
SIM LoRa Post Quantum 8,192 12,288 13,699
Kyber-KEM-1024 [143] 16,424 22,008 23,640

Table 5.3 - ML-KEM CPU memory usage in bytes

The application performance was measured with the python library psutil and
is described in Table 5.4. The library retrieves information on running processes system
utilization. It can profile the performance of an application as execution time by measuring
the start and end of a function and calculate the difference [129].
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Time of Execution Memory Usage

Application + ML KEM 3,400 us 2.49 Mb

Table 5.4 - ML-KEM CPU memory usage in bytes

The drop in the time of execution performance in SIM LoRa Post Quantum is visible
when compared to the ML-KEM-1024 application. The performance can vary from every
system run and the overall existing setup and topology of the existing simulation might
have impacted in the time of execution even though the memory usage presented refined
results. The proposed application ML-KEM-1024 LoRaWAN performed slightly slower when
compared to the benchmark reference. Nevertheless, except for the key generation step,
considering the encapsulation and decapsulation processes presented a lower difference
compared to the benchmark. Despite the higher execution time in the key generation
process, the overall figures are still considered acceptable for determined use cases in
loT.

The memory usage in the SIM LoRa Post Quantum setup presented preferable
results when compared to the benchmark and the proposed application. The constellation
of factors that generated the communication between the nodes and the server might
have impacted it, since the variables were stored in a packet. The memory usage of the
proposed application ML-KEM-1024 LoRaWAN performed more approximate results when
compared to the benchmark as before in difference but also with acceptable figures for
loT applications.

The overall application of a LoRaWAN environment communicating a message
securely with ML-KEM-1024 performed higher time of execution and memory usage than
the sum of all of the algorithm steps. This is due to the socket communication network
setup and the underlying communication. Nevertheless, the time of execution of the full
communication is a fraction of a second and the overall memory usage is acceptable
considering hardware restrains present in loT devices.

LoRaWAN can be applied in diverse scenarios and use cases. If taken into consid-
eration that the ED is the only sector in the communication with resource restriction, the
possibilities of implementation are even wider. As observed, the proposed methodology
had the least optimal results in the decapsulation phase of the algorithm. Since the decap-
sulation is applied on the server side, the demand for more resources could be satisfied
with a different hardware setup. Moreover, use cases as communication in smart farms
between sensors on the field to a base, for example, are cases that do not require the
fastest communication. On the other hand, ensuring security in communication against
guantum algorithms definitely is a requirement to comply in a post-quantum era.
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6. FINAL THOUGHTS AND FUTURE WORKS

This work proposed the implementation of ML-KEM-1024 post-quantum-crypto-
graphy algorithm in a LoRaWAN simulated controlled environment and, succeeded. The
message was communicated through the proposed network from ED to the network server,
and gateway server until the application server maintained the security along the way
against quantum-computing algorithms. The presence of ML-KEM-1024 enhances Lo-
RaWAN'’s security which relies its cryptography mainly on AES128 which has a potential to
be outdated against quantum computer algorithms such as Groover’s, for example.

As stated in section 5.2.1, the results reach an acceptable level for determined
use cases in the lIoT universe. For cases such as communication in agricultural environ-
ments, where real-time data is not essential or even necessary, the results of this study
satisfactorily meet the required criteria. Another example is in industrial communication
through LoRaWAN. The integrity of communication is the priority among attempts of in-
terception, eavesdropping, and impersonating attacks. Hence, there are several cases
which quantum-computer attacks could disrupt, and applying the proposed method would
rapidly enhance the security without a big compromise in the performance.

The proposed methodology focused on the security against quantum computer
attacks and it is understood that more considerations and tests are required to evalu-
ate the trade-off between performance in an loT network and the security improvement.
Therefore, testing the implementation with specific hardware is a recommendation and
an intention for future works. By testing the algorithm behavior in LoRaWAN with a Rasp-
berry Pi as an ED would emulate a more realistic scenario of the methodology application.
With this, the application would cover end to end and the performance would be assessed
precisely.

In addition to that, a hybrid post-quantum and classical direction of the crypto-
graphic architecture can be explored. By protecting communication against quantum al-
gorithms, the ML-KEM-1024 can allow classical cryptographic algorithms to take place as
well. This approach can balance out the performance expense and comply with regulatory
standards in cases requiring sections with classical cryptography.

Enhancing the performance to achieve closer to real-time communication or, at
least equalize resource expenses from classical cryptography, is a focus for future works
as well. By reaching optimal performance in a restrained environment and, ideally imple-
mented in hardware, the mentioned trade-off is no longer a blocker for PQC. By exploring
different libraries and programming languages, the performance can be optimized in the
application. With this, more use cases can be explored and have its security enhanced
with PQC.
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With a validated experiment, it is now possible to confirm the compatibility of PQC
in 1oT and, especially in LoRaWAN. This contributes to opening doors to explore different
approaches towards LoRaWAN security enhancements. Different PQCs can be explored
to optimize its performance and mitigate and cover known vulnerabilities in the protocol.
There are many challenges mentioned in this chapter that this work brought to light. Nev-
ertheless, starting the discussion and development of solutions is imperative given the
facts and threats that quantum algorithms can pose to our current cryptographic state.

Considering that quantum computing is a relatively new topic, it was witnessed
during this doctorate program many discoveries and changes. For example, advances
in hardware allowed new discoveries and improvements having a road map for quantum
computers, as mentioned in the Introduction in Figure 2.3. This accelerated and materi-
alized forecasts related to when quantum computers would definitely be used in practice.
Additionally, NIST went through several rounds selecting algorithms to be standards. This
required a dynamic approach to the research. It demanded constantly keeping up to date
with advances and flexibility with the topic. As observed and mentioned in Chapter 4, this
work constantly evolved in many directions in order to cover the best way possible in this
transformative environment.

As mentioned in Section 2.4.1, recent advances as Majorana chip from Microsoft
represents how the state of quantum computing changes day by day [101]. The most
biggest blocker for quantum computers development until 2024 was the hardware limita-
tion on creating quantum computers with enough qubits. However, with creative inven-
tions as the Topological Core chip that “reinvents the transistor for quantum era” from
Microsoft, the known restrains might be overcome.

0T is a massive area of study that has space for countless researchers to mitigate
security issues towards quantum-computer attacks. Moreover, many topics remain unex-
plored on the application level, such as a LoRaWAN PQC implementation, for example.
This opportunity allowed us to be early explorers and navigate unpretentiously with a goal
to contribute to scientific development to adapt and enhance security in 10T in a quantum
era. There are still different angles and approaches that have room for improvement and
prospects to keep exploring this crucial topic.

The interdisciplinarity in this work permitted a journey from physics and quantum-
mechanics to networks and computer science topics. Such range contains more than the
usual challenges, but also opportunities to learn an apply skills from one topic in another.
Hence, this work fulfilled its objectives and makes a contribution in the lIoT universe by
proposing security communication in an imminent post-quantum era.
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6.1 Publications

During the advances and of this research, to answer the research questions, sci-
entific papers were published as shown in Table 6.1. The advances in the research were
vital to answer the research questions and advance the knowledge on the PQC topic.

The work published with Moratelli et al. [104] details the importance of secu-
rity on 10T, specifically on Edge Devices and how Quantum Computing can impact the
communication. In [46], PQC was applied in a use case focused on Autonomous Vehicles
using the NTRU method, which was later not considered further by NIST. Thus, in the next
work [140], the Dilithium Crystals digital signature method was used applied in a com-
munication protocol already aiming to explore a scalable use case to answer the research
questions. Since the method was not scalable and only covered the parties authentica-
tion, the next publication [47] focused on the Kyber algorithm and LoRaWAN was chosen
as the communication protocol due its opportunities and applications.

Ref | Work Title Publisher Year

vide Security on loT Edge Devices

[104] | The Convergence of Technologies to Pro- | IEEE Internet of Things 2021

loT Devices: A Case Study for Autonomous
Vehicles Communication

[46] | Applied Post-Quantum Secure Method for | World Forum on loT 2022

quantum Digital Signature Method vanced Information Networking
and Applications

[140] | Enhancing the 5G-AKA Protocol with Post- | International Conference on Ad- | 2024

Post-Quantum Key Encapsulation Method

[47] | Enhancement in LoraWAN's Security With | World Forum on loT 2024

Table 6.1 - Publications
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